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Abstract

This papedocument®ur experience setting up and using a small office home office (SOHO) netweork
almost twentyears It offers guidance on selectirgoroadband Internet Service Provider (I§fesents
wired and wireles&ocal Area Network (LAN)ptions, describes Internet sharing method andherous
networkservices.

We useDSL provided bya competitive local exchange carrie€l(EC). An ADSL2+ routeris connecédto
a 16-port Gig Ethernet switctallowing multiple devicego sharethe connection An802.11nAccesdPoint
providesWi-Fi connectivitythroughouthouseand yard LAN services include: file sharinmedia server,
automaticsystenbackup, printingNTPtimeserver, Syslog sery@rivateinternal welsite, personal
weather stationmultiplehome automation controlleend cell phoné&Vi-Fi offload

We use a hosting service four businessvebserver and enail. Hosting moves web site traffic tfe
broadband connectiorit significantlyeaseghetask of securinghelocal network A registered domain
providesa persistent email address reducing risk of losing contact with colleagues and friends.

We svitchedto a mobilevirtual network operator (MVNOfpr cell phone service with an interesting
technologywrinkle; theydefault towi-Fi whenever possible tminimize cellular usage
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1 Overview

In mid-1998I set up ehome networkWas starting a consulting business and wanted to learn about
building and operating a Small Office Home Offi@&HO network. My prior network experience was
limited to interactions with corporate Information Technology (IT) departniBadk then home networks
were pretty rare and some residential ISPs even prohibited them. Roa@networkare ubiquitous amh
theproliferation of handheld devices means residential custoofiemrsuse acombination of wired and
wirelessdevices It has been fun documentifgw the networkhas evolveaver the years.

We began witha V.90dialup connectionWingateconnection sharing softwaranningon a Win98 laptop
and asmall10 Mbps Ethernet hul®ver the years LANvasexpanded beyond my home office to
encompass the entire housith a total of24 Ethernet portserviced by &NetgearProsafe Plas GS116Ev2
16-port Gig Ethernet switchA NetgeatWN802Tv2802.11N Access Point provid®éi-Fi connectivity.
Current Internet accessidbpd1Mbps ADSL provided bya CLEC FirstLight Fiber A TP-Link TD-8817
single portADSL2+ routerprovidesinternet sharinginternet speed is relatively low by current standards
but adequate for our needs.

Each time | upgrade my office workstation the old PC gets recycled as a low endGarxently it is a

HP DC-7600.In addition to file sharing it rungardisnetwork time serviceAbyssweb serveKiwi

Syslog log server ar@Davisweather statiomwith Ambientvirtual weatherstation applicationTo reduce
clutter | usea Belkin 4-portkeyboard, video and mougléVM ) switchboxto switch betweenl) main PC

2) serverand3) dual boot PC (XP/UbuntuYhefourth porton theKVM is cabled along with Ethernet and
powermaking it easy totemporallyconnect additional systems for seturgdestingor on rare occasions
my laptop

WD TV Live Huballows us to watch Netfliand other Internet contean our living room TVand acts as
a media serveiA Hauppage TVWPCI tuner cardn my office PC delivers RF TV and FM radio.

Over the lastfewyeat® ve bui | t s e v e systdmddnrvarnoas parts of therhousé: o n
greenhouse, wood heat, windeentilatorand most recently our aquarium. Each of these coetsoig a
web interface requiring an Ethernet connectibnd ve post ed det aihbne addmationt
projectson the writings page of myebste.

Printeris a HP Officejet Pro 8100 It replaced a couple of earlier HP printers that diéd.use @&rother P
touch PT2430PC printer is for labels.An Epson V55latbed scanner turns paper into electronic
documents.lt replacedanolder HP scanner when | updated to Win7

AcronisTrue Imageprovidesaubmatic online badkp of PC datao the server. For offline backwpe use
several differenflavors ofexternal USB drives.

1.1 Goals for SOHO network:

High speednternet access
Share Internet connection
Wired and Wireless LAN
Printer sharing

File sharing

Internal privateweb server
Time synchronization
AutomaticPCbackup
Offline file backup

Home weather station
Homeautomation

Internet TV

=8 =8 =8 =88 -4_-4_-4_4_4_°5_°9

t hese

a
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1.2 Organization

This paper discusses Internet accessiacal area networkLAN) componentsA separate paper goes into
more detail about ISPs and the tradeoffs among different type of aStessured wiring for telephone
and Ethernet is covered in detdihe ®curity androubleshooting topiprovides information to maintain
the network andprotect it from intruders.

Lastly| discuss registering a domain name and running a public Internet web server. It does not take much
effort to set up a simple web site and cost is lBven if you do notun abusiness registering a domain
providesa consistenemailaddresandhaving a web sitgivesyou flexibility overyour Internetpresence.

For a few dollars per month it is a lot of bang for the buck.

This report is not intended as a competitive product revidne.market is constantly changing; any attempt
to do so quickly becomes outdated. Rather, it discusses how specific requirements were addressed. For up
to date product reviewbereader is directed to the many publications and articles on the subject.
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2 Il ntefTaehnol Ggegk St uff

This section discusses some of the important technology involved in setting up a SOHO network. While not
essential reading it is helpful kmow what isgoing on unér the hood.

The Internetwas create@lmost50 yearsago as a means for government and academics to share expensive
mainframe computers. Today it is the preferred method to accesstatif digital information data, voice

andvideo. Internet is a contraction of Inter Netwang, literally a network of atworks. Creatioof the

Word Wide Wehl(WWW) i n the 19906s vastly expanded I nternet
Interface GUI) on what until then had been text based. Some equate World Wide Web with the Internet.

The two are not synonymous. The web is simply one, admittedly a very popular, application supported by

the Internet.

Thelnternet is gpacketnetwork that transports data from one host to another over a network shared by
many users. Internet is fundamentally differémainthe legacy publicswitched telephone networRETN).
The telephone network establishes a dedicated path for the duration of the call. This reservation exists
whether it is needed or notheInternet on the other hand works on chunks of data called packetet$ac
are presented to the Internet on an as required basis. At eaalcutpr examinethe packeb destination
address fieldo determine hovbestto forward it toward the destination.

21 ISP

Internet Service Provide(ISP) connectend usesto the Internet.The incredible popularity of theternet

is driving demand for higér speedandlower cost.Connection between ISP and customer is often called

the lastmile. | prefer the term firsinile, because it elevatesend ésermp or t anc e . I nternetds
proposition is its ability to connect end points. Without end points the network is useless.

Even though we are in a fairly rural ansimed broadbad is available fronmultiple sources
1) ComcasDOCSIS multiple system operatoMSO)
2) FairPointCommunicationADSL, incumbent local exchange carriétEC)
3) FirstLight FiberADSL, competitive locaéxchange carrielQLEC)

We haveFirstLight ADSL bundled withPOTSphone servicelypical sync speed is5Mbs down/99&bps

up. This is a significant improvement from tB860/864 kbps speed provided yairPointand previously

Verizon ADSL 0f1792/448 Unlike FairPointhe CLECdoes not cap the speetlyncspeed is the result of

circuit characteristics. If phone loop is very short maximum speed is 24/1 Mbps. In oitrisgsetty long

so speed is lower but still a very significant improvement over what we had BHEfierexisting modem

died, the new one is syncing about .5 MOvwprshef ast er .
year downloadyncspeed variefom a low of7.1Mbps to high 08.2, upload is a stable 996kbps.

For a more detailed examination of ISPs interested reader it reférsetile Accesspaperatthewritings
page.

2.2 Latency vs Speed

Non-technical folks often confuse latency with speed. Latency is how long it takes a packet to get from
location A to B. Speed is rate bits are transmitted across the netfwok. are downloading a large file
speed is important, latency less so. If on the other hand you are conducting a Voice(@edP)Phone

call latency is critical to maintaining good communication.

A useful analogy is to think of a truck full of DVDs going from Point A to B. From the time truck begins
its journey latency is high while thetruck travels to destination recipient can do nothing. However once it
arrives communicatiospeed is very higtlue to the tremendous capacity of the DVDs. Conversely a
dialup connection has low latency siritenly takes a fewnillisecondsfor data to arrive at its destination
butspeed is very lovi limited by telephone network performance. For a mogeipth &planation see
iltés the Latency Stupid. o
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2.3 Naming Convention

The Uniform Resource LocatotJRL) is ahumanfriendly handle rather thathe numeric IP addresses.
Translation of URL to IP address is performediydomain name systerDlS). Domain names are
hierarchal evaluated right to left. The highdstvel of the tree calleRootis implied. Next is the tojevel
domain TLD) these are the COM, EDU, ORG, GOWK, TV domainsof the world. As the Internet
expanded each cotrg was assigned a unique tietter toplevel domain. For example the TLD for the
United Kingdom is UKV arious agencies are responsible for name registration, called registrars. The role
of the registrar is to insure each registered name is unique &itbiplevel domain. For examplehen we

were registeringur domain name¢he nameschmidt.comwasalreadyassigned so wehoose

tschmidt.com

Often an organization needs¢reate sub domains such as www.tschmidt.com for web access,
mail.tschmidt.com for email or product.tschmidt.com for product iBiace thedomain name is registered
it is guaranteed to be uniqge theowner is free to add as many sub domains as desired.

2.3.1 Domain Name System (DNS)

When a domain is registered the registrar database coaté@hsf Nameservers that provideithoritive
informationabout the siteAuthoritive Nameserverare managed by the site administrator and contain all
the information necessary to access the various servers within that domain.

When a URL is entered into the browser, suchtgs//www.google.com/browser ifrst checks to see the

host is on the LAN. Windows name resolution looks inHiosts fileto see if an address has been entered
manually then it useetBIOS over |IRo search local machines. This is a broadcast mechanism and works
well on small LANs but does not scale well. If host name is not found locally translation request is passed
to the DNS Resolver.

L e ttréce what happens when we logkhitp://www.google.comSincethe GoogleURL is notlocated

on the LANIt is passed to the DNS system. The highest level is root. The naming hierarchy includes an
implied dot (.) to the right of the TLD this is call¢he root. The DNS Resolver is preprogrammed with the

IP address of several root Nameservers. The request goes to one of the root Nameservers that returns the
address of the Nameserver for the .COM@gel domain (TLD) since Google is in the COM TLD.érh

the COM Nameserver is queried for the addresheBoogle Nameserver. The server returns the address

of the authoritive Nameserver for the Google domain. It is important to note root Nameserver does not
knowtheaddress othe Google servers othéhan the Google Nameserver. Google Nameserver is then
asked for the address of the desired host. Often sites create sub domains for specific servers, the process
continues until the address of the desiressdtds host
able to communicate. This is a very superficial view of how DNS works. For a mdepih view see

DNS Complexityby Paul Vixie.

Obviously going thought thiswultistep process each time one needs to translate a URL is rather time
consuming. To speed utpeprocess DN$ e s o Icache reseditly used information. DNS records have a
time to live (TTL) parameter indicating how long cached information may be @feckht must be
refreshed. URL name lookup is normally accomplished in a few milliseconds.

2.3.2 DNS Security Extensions (DNSSE)

As thelnternet becomes ever more pervasive attention has been drawn to lack of DNS security. Hackers
are able teeasilypoisoncached DNS information. Doing so allows an attacker to redirect browsers to
compromised site for nefarious purposes. A high priority initiative is to implement Domain Name System
Security ExtensiondNSSEQ to courteract this sort of attack and increase level of confidence in DNS.

2.4 Routing

Internet is aouted networkThis is very different then broadcast discovery scheme used locally by
Ethernet or circuit switdhg used by telephone network. When a computer wants to communicate with a
resource not available locally it forwartte packet to gateway routéFhe gateway router is the interface
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between the local network (LAN) and the Internet. Tangter forwards peketsto theproper destination or

to next router in the chain. In order to learn network topology routers use a variety of techniques to
communicate among themselves sucREsandOSPFE ISP routers forward incoming packets to
customers and customer originated packets to the Internet backbone. Each router in the chain forwards
packets closer to the destinatiortiltihe packet ultimately arrives at its destination. It is not uncommon to
have ten to twenty hops between sender and destination.

The routing task for typical residential router is trivial as there is usually only one connection to the
Internet. Theouter simply forwardaa | | packets to the | SP6s edge router.

Doing atrace routdo anlInternet host provides a graphic indication of how routing works. Herasa
routefrom my east coagtome office to my web site hosted on the west coast.

Tracing oute to tschmidt.com [67.220.209.110]over a maximum of 30 hops:

<Ims <1ms <1ms 192.168.2.1

28ms 28 ms 28 ms xx.milfordinh.g4.net [66.211.144.97]

29ms 28ms 28 ms-Fil.nashuadl.nh.G4.net [216.177.5.178]

30ms 29ms 29 ms-Bév108.merrimack3l.nh.G4.net [216.177.5.150]
35ms 35ms 34 ms-2fi-v358.manchesterd.nh.G4.net [216.177.30.153]
29ms 29ms 29 ms-@®-3.manchester®.nh.G4.net [216.177.5.45]

193ms 199 ms 204 ms -€624-0.cr01.42.mnchnhcohba.seqg.NET [216.107.229.209]
30ms 30ms 30 ms-686952-73.tvcip.com [66.109.52.73]

35ms 34ms 34 ms-806952-21.tvcip.com [66.109.52.21]

10 35ms 34ms 34 ms-66952-86.tvcip.com [66.109.52.86]

11 39ms 47ms 49 ms v204.corel.ymqgl.he.net [209.51.163.105]

12 61ms 45ms 45 ms 10gefldorel.nyc4.he.net [184.105.222.97]

13 106 ms 113 ms 105 ms 10g&lforel.laxl.he.net[72.52.92.226

14 105ms 106 ms 115 ms 10g¢gedorel.lax2.he.net[72.52.92.122]

15 106 ms 106 ms 106 ms webnx.com.any2ix.coresite.com [206.223.143.172]
16 107 ms 106 ms 106 ms 4®223146.static.webnx.com [100.42.223.146]

17 105ms 105& 105 ms 10@2-223-174.static.webnx.com [100.42.223.174]

18 106 ms 106 ms 106 ms 12@B-220-67.verygoodserver.com [67.220.209.110]

O©CoOoO~NOOOT,,WNPE

Trace complete.

2.5 Unicast vs Multicast

Most Internet traffic is between one sender and one receingrag). Multicastemulates traditional

broadcast oné-many model. This is a more efficient way to stream identical information to many
endpoints. Unfortuately even though specification is mature not many ISPs have implemented multicast.
In general if you listen to Internet radio or TV it is being transmitted as unicast.

26 TCPvs UDP

There are twdbasicways informatioris conveyedver the Internet; Transission Control Protocoll(CP)
and UseDatagranProtocol (UDP). TCP creates a session whtrereceiveracknowledges each packet
and lost or damaged packets are resemis is ideal for file transfer type communication. Recovery from
missing or corrupt packets is more importdranlatency. With UDP transmitter sends data without
expecting feedback fromeeiver. UDP is commonly used with streaming audio and video transmission
where latency is more importathianaccuracy and insufficient time exists to recover from transmission
errors. If an error occait is up to the receiver tdeal with the missingata as best it can

2.7 Quality of Service (QoS)

Internet is an egalitariamest efforinetwork. This works amazing well for transferring large chunks of data
from point A to point B. The network continues to operate in the presence of all sorts of impairments and
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failures. However: best effort does not work as well with latesgnsitiveapplications such as telephony
and streaming media. For example during a Voice ove¥Y &) phone call latency should be under
150ms Excessive delay makearrying on a conversation difficult and with extreme delay virtually
impossible Streaming media is less sensitive to latency as lotigeaerage data rate exceeds playback
rate. When a stream is started an elastic buffer is filled prieegmningplayback. The buffer fills and
emptiesdynamically As long as latency does not allow the buffer to completely ethpigffectis hidden
from the user.

QoS problemsypically do not occur on the LAN where bandwidth is plentiful. The most common
chokepdntis firstmi | e a c c e sdgenetwork.®lostireSidRdtiabroadband links are relatively

slow, especially upload capiy, andthey areoften heavily oversubscribed toinimize capital costWhen
aswitch or router encounters congestion it buffacoming packets until it is able to forward them.

Quality of Service QoS)metrics allows latency critical packets gatie head of thequeue This simple

strategy works well if latency dital traffic is a small percent of total so bumping its priority has little

effect on other traffic. QoS marks packets wittD#f6erv) priority level. Whencongestion occurs higher

value packets are delivered as quickly as possible. Lower value packets are delayed or discarded. QoS
services allow more graceful degradation by moving high priority packets to the head of the queue. QoS is
not a panacea, it doest create more capaciignd itsimply redefines winners and losers.

2.8 Flow Control - Back Pressure, TCP Slow Start, Receive Window

When a host begins transmission it has no idea howhasttervening linksarebetween it andhe remote
host. Switchd Ethernet usedack pressurto prevent overwhelming slower link&n Ethernet receiver
asks the transmitter to stop sending dgtadnding it a pause framEhis occurs if the outgoingwitch
port becomes congested.

At the IP level transmitter uses a technique cadledrstartby sending a few packets then waiting for
acknowledge. The faster ACksse receivedhe more packets tnamitter sends per unit of time. TCP
Receive WindowRWIN) parameter determines how many unacknowledged packets can be outstanding
beforethetransmitter must stop transmitting and wdiir an acknowledgeamt

2.9 IP Address Configuration

Each IP device (host) must have an address. Addresses may be assamedly automatically by

Dynamic Host Configuration ProtocdDHCP) serveror by the client itselfisng Automatic Private IP
addressingAPIPA). Historically a system administrator manually configured each host with a static
addressnd other IP parameterBhis was laborious and error prone. DHCP sifigdithe task by

automating address allocatidihen a host detects it has a network connection it transmits a DHCP
discovery message. If the LAN containDECP servethe server responds with all the information the
client needs to utilize the netwolRHCP has been extended to allautomatic configuratioif theclient
cannot find a DHCP server. In that case client assigns itself an addresbdrutolP address pool.

AutolP is convenient for small LANs that use IP and do not have access to a DHCP server. This occurs
most commonly when t wo HUGadds seveml additional waydty connect ed.
automatically configure hosts.

IPv4 assigis each host a 3@t address, resulting in a maximum Internet population of about 4 billion

hosts. Due to IPv4 address scarcity it is common practice for ISPs to charge for additional addresses.
Address exhaustiohas been a concern for a long time. Classlessderain routing CIDR) and

Network Address translatiotNAT) are two techniques used to delay the day of reckoning. Next generation
IP, version 6, expands address space to 128 bits. This is a truly gigantic number. While IPv6 holds much
promise it entails wholesale overhaul of the Internet. Such change issal&sted until one has no choice
butto go through the pain of conversidvy ISP does not currently support IPv6 so | have limited
experience with it.
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2.9.1 IPv4 Dotted-Decimal Notation

IPv4 addresses are expressed in dotted decimal notation, four decimadnsusaparated by periods,
nnn.nnn.nnn.nnn. The 33t address is divided into fourldt fields called octets. Each field has a range of
0-255. The smallest address is 0.0.0.0 and largest 255.255.255.255.

2.9.2 Subnet

IP addresses consist of two patdetworkPrefix and Host addresSubnettingallows IP addresses to be
assigned efficiently and simplifies routing. Teigbnet masklefinesthe boundary between network and
host portios of theaddress. Hostwithin a subnet communicate directly with one another. Hosts on
different subnets use routers to forward packets from one subnet to another.

In our network all computers are on a single subnet: 255.255.255.0 allowing up to 254 hosts (computers)
also cdled a /24(pronounced slash 24ubnet because the first-Bits of address are fixed. Host addresses
are allocated from the last octetlfs). The reason for 254 rather than 256 hosts is lowest address is
reserved athe network address and highest aslhis usedfor multicast.

2.9.3 Class vs Classless Inter-Domain Routing (CIDR)

When Internet was initially developéie divide between network prefix and host address was embedded
within the address itself, rathtfranset by a subnet mask. These were callbdireslasseslettered Al E.

Class Al first octet is in the range 11126 (OXXXXXXXb). 8-bits reserved for network portion leaving 24
for host addresses. -bitsprovidel6,777,213 hosaddresses. The lowest address is reserved as the
network address, highest for broadcalihe 127 octet is reserved for test purposes.

Class Bi first octet is in the range 128191 (10XXXXXXb). 16-bits reserved for network portion leaving
16 for host adresses. 1®its provide65,533 host addresses.

Class Ci first octet is in the rang®927 223 (110XXXXXb). 24-bits reserved for network portion leaving
8 for host addresses:ts provide254 host addresses.

ClassDi first octet is in the range 224239 (1110XXXXb). Class D networks reserved for multicasting.

Class E- first octet is in the range 240255 (1111XXXXb). Class E networks reserved for experimental
use.

It became clear very early that allocating addresses this way was very inefficient. Class C was too small for
many organizations and Classnastefullytoo large.Classless Intebomain Routing CIDR) was

developed to allow network prefix be fixed at anytdmundary. CIDR using variable subtmask is now

universal and Class based routing of historic interest, although one still hears reference to Class A, B, and C
networks.

2.9.4 Local host Address

127.0.0.1 is théoopbackiocal hostaddress. This is useful for testing to makes sure the nestack

Sending data to the Loopback address causes it to be received without actually going out over the physical
network.The entire /8 block is reservéar local loopbackut by convention 127.0.0.1 is used as the

loopback address

2.9.5 Multicast Address Block

IP sessions are typically one to one, host A communicates with host B. It is also possible for a host to
broadcast to multiple hosts. IANA resenaaleral address blocks for multicast.

Multicast address block
224.000.000.000 239.255.255.255 (22418239/8 prefix)
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2.9.6 Private Address Block

During work on impending IPv4 address shortRieC 191&eseved three blocks of private addresses.

Private addresses are ideal for our purposes because they are not used on public Internet. This allows them
to be used and reused without risk of colliding with Internet hosts. This elimthatesed to obtain a

block of routable addresses from the ISP. Internal hosts are assigned an address from RFC 1918 private
address pool.

Excerpt from IETF RFC 1918 AddressAllocation for Private Internets:

Internet Assigned Numbers Authority ( IANA) reserved the following
three blocks of the IP address space for private Internets:

10.0.0.0 - 10.255.255.255 (10/8 prefix)

172.16.0.0 - 172.31.255.255 (172.16/12 prefix)

192.168.0.0 - 192.168.255.255 (192.168/16 prefix)
We will refer to the first block as "24 - bit block", the second as
"20 - bit block", and to the third as "16 - bit" block. Note that (in

pre - CIDR notation) the first block is nothing but a single class

A network number, while the second block is a set of 16

contiguous class B n etwork numbers, and third block is a set of
256 contiguous class C network numbers.

An enterprise that decides to use IP addresses out of the address

space defined in this document can do so without any coordination

with IANA or an Internet registry. The address space can thus be
used by many enterprises. Addresses within this private address

space will only be unique within the enterprise, or the set of

enterprises which choose to cooperate over this space so they may
communicate with each other in their own private Internet.

2.9.7 APIPA Address Block

A fourth block of private IP addresses is reservedMBIPA, automatic private IP addressirfja host is
configured to obtain a dynamic address and a DHCP seamot be founthe host assigngself an
addresgrom this pool of reserved addresses. Host picks an addresthieohi|PAaddress pool, and
tests to see if it is already in use by trying to contact that IP address. If the address is not isiges it as
itself the address. If the address is in use it picks another at random and tries again.

AutolP address block:
169.254.0.0 - 169.254.255.255 (169.254/16 prefix)

APIPA is useful for tiny networks that do not include a DHCP server. Before AutolP user had to manually
configure address and subnet mask to set up a simple IP network.

2.9.8 Network Address and Port Translation

Residential ISRustomersre typically assigned a siegP address. This limits customer to connecting a
single computer to the Internétetwork Address TranslatiofiNAT) is used to convernultiple private

LAN IP addresses to/frottihe singlepublic IPaddress assigned by the ISP. To enable multiple sessions of
the same type to operate simultaneol&iyt numberslso need to be changed. NAT allowsgraually

unlimited number of devices, assigned private IP addresses, to shareamcd8Rt even ithe ISP only
provides asinglelP address.

NAT is widely used on residential networks to share a connection among multiple computers.
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2.9.9 Address Resolution Protocol (ARP)

IP addresses represent Internet global numbering scheme. Addreskky lagal network are different.
For example Ethernet uses alfiBMAC addressARP provides a mechanism to learn MAC address
associated with a particular IP addrdg@sverse ARFRARP) determines if an IP address exists for a
particular MAC address.

2.9.10 Ports

Internet host is able to carry on multiple simultaneous communications sessions. This raises the question

howdoes the computer know how to respond to specific incoming packets? While writing this paper my

mail program is checkingma i | every few minutes, I dm | istening to
time to time getting information from a multitude of waibkes. Each TCP or UDP packet includes a port

number. Port numbers are-b& unsigned values that range fror65,535. The low port numbersl®23

are calledwvell-known portsthey are assiguaeby IANA the Internet Assigned Number Authority when a

service is defined. Software uses the wk@lbwn port to make initial contact. Once connection is

established high numbered ports are used during the transfer. For example: when you enter a URL to

aacess a web site the browser automatically uses port 80. This is the well know port for web servers. Once

the connection is established client and server agree on high redpbeis to use to actually transfer data.

2.10 IPv4 vs IPv6

IPv4 is the predominant ptacol used on the Internet today. A defining characteristic is #st3tidress

space.The IPv4 address field is ddts wide able to address a maximum of 4,292,967,295 hosts. 4 billion

is a pretty |l arge number a tehthe intermeewas limitedtb gfewwa s bac k i
educational intuitions and the federal government.

To put 4 billion into perspectivieresentvorldwide population is little over7 billion. It is true that not
everyone has Internet access but many do and thoskaviecaccess often have multiple devices. At any
givenmomentin our hanethere aralozers of devices connected to the Internet.

The address limitation of IPv4 was recognized long ago. While mechanisms such as private addresses and
NAT have extended thée of IPv4 it is clear the address range needs to be expanded. A watevshed
occurred February 2011 when the last IPv4 address blocks were handed out to regional registrars.

The successor to IPv4 is IPv6 with a massively expanded address rd2@ebab. IPv6 brings a host of
improvements to the Internet but because it is not directly backward compéttbl®v4 adoption has

been very slow. Companies and service providers are faced with a typical chicken and egg problem. There
is no first movemdvantage. Being the only one able to support IPv6 has no advantage.
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3 1 SP Moidleimg h Sp g eAd nfdesutely rye

A modem is usually required to convert the laoahnectiontypically Ethernet, to the signalirsand

physical interfaceised to connedustomes to the ISPhetwork In the case of DSL it is an ADSir

VDSL (very high speed DSlihodem, Cable uses some flavor of DOCSIS and the holy grail ofrfitst
broadband, fiber optic, is typically a version of passive optical network (PON). The granddaddy of modems
uses the voice grade telephone network but the upper limit of V.92 diallgnmsds lowonly 56kbps.

That can be useful for some specialized remote access appbeaiteven slower dialup modems are

used for alarm dialenshere connect time is more important than transfer spggatdor general purpose
Internetdialupit is almost unusable since most web sitesagrgmizedfor multimegabit per secoratcess

When we first set up our SOHO network back in 1998 ¥getjateconnections sharing software running

on a laptop to share a v.90 dialup connection. Over time we hadesesgeral different modems and

routers as our ISP and connection speed changed. Our current connection is ADSL2+. My preference is a
combo ADSL modem/router because it makes access to low level modem info easy. Having access to
modem status is handy faptibleshooting. Our current ADSL modem/router iBRaLink TD-8817single

port routerOur Internet access is vkDSL through a competitive local exchange carrier (CLEC) so the

rest of the modem discussion will be about DSL.

3.1 ADSL Overview

ADSL takes advantage of the fact téscribecopper circuit has unused capaciyalog voice uses

only a tiny fraction of available capacity. With clever engineering that unused capacity can be used to send
and receive data. A tremendous amount ofre®ging has gone into DSL to allow 100 year old telephone
copper loop deliver multimegabit Internet servid®SL modems use a technique called discrete multi

tone (DMT) to divide available capacity intmall chunks and send a few bits over each separate tone.

DMT has the advantage of being able to work around impairments by changing the number of bit bits sent
in each tone.

DSL is a distance limited technology. The signal weakens as it travels dowiregtend picks up noise

limiting connection speed. The higher the frequency the faster it degrades with length. One does not know
in advance how fast the connection wil!/ be until
causing customerdstration when actual speed is less than marketing representation. Customer must be
within 18,000 feet (3.5 miles) of the central office or remote terminal to qualify at all. The closer you are
the more likely to obtain high speed.

ITU ADSL specification has gone through several enhancen®D®L2 and ADSL2+delivers higher

speed and longer range then first generation equipment. ADSL delivered up to 8 Mbps down (toward
customer and 1 Mbps up. ADSL2 ieased download speed to 12 Mbps, upload is unchanged. ADSL2+
doubles maximum download speed to 24 Mbps over relatively short distances. Another standard, VDSL2
is able to deliver even higher speed but only over a few thousand feet of cable.

10


http://en.wikipedia.org/wiki/ADSL
http://www.itu.int/ITU-T/index.html

{{ Internet |

ISP

D | 3 L0

N Detwork.. DSLAM DSL Line
S Splitter Splitter  DSL Router
DSLAM
Central Customer
Office Premises

= Analogue voice frequenCy s

Telephone
Exchange

Figure 2 DSL End to End

3.1.1 Inline Filters vs Whole House POTS/DSL Splitter

Because DSL shares the same circuit as plain old telephone system (POTS) filters are required at both ends

to prevent high frequency DSL signals from interfering wétlephone operatioand voice grade

equipment from degrading DSLCustomer has the option to use atine filter at each nofDSL device or

install a whole house POTS/DSL splitter. To reduce deployment cost rather than sending a tech out to

install a whok house splitter ISPs typically provide a gaHtall kit including inline filters for the customer

toselti nstall . 16l talk more about wiring in a | ater se

3.1.2 Fastpath vs Interleave

Because DSL uses copper phone lines it is sensitive to eleatrmalse noise. To make the signal more
resistant ADSL adds redundant bits to each frame called forward error corr&&ion If noise corrupts

some of the bits the receiver is abletorect the corrupt data as long as it is not too extensive. If too many
bits are corrupt the frame cannot be recovered. To increase noise tolerance DSL interleaves multiple
frames. When the receiver deinterleaves the data noise damage is now spreadtiplerframes

increasing the odds receiver will be able to recover the data.

As with any engineering tradeoff there is no free lunch. Interleave increases latency because multiple
frames must be queued up prior to transmission. The improved effeginzd & noise ratio (SNR) is
advantageous for file transfer and streaming media. Correcting corrupt data on the fly eliminates the need
for retransmission. With streaming media there is not enough time to request retransmiapitation

needs to fake the missing data, resulting in audible or visual anomalies. How annoying depends on how
much data has gone missing.

On the other hand latency sensitive applications benefit from fastpath, because it reduces latency at the
expense of sighantegrity. Fastpath reduces DSL latency by about 10ms. In most cases this savings is
swamped out by other efid-end Internet latencies. But if you are a gamer and your line stats are good
may be worthwhile experimenting with fastpath.

11


http://en.wikipedia.org/wiki/Forward_error_correction

3.2 ADSL Modem

Severalyears ago we switched tacampetitive local exchange carrier (CLEC). They rent copper

subscriber circuits from FairPoint, our incumbent local exchange carrier (ILEC), dadate their

equipment in FairPoint central officdarstLight markets ADSL dferently as it does not impose a speed

cap. Speed is based solely on what the circuit is able to handle. We were pleasantly surprised to see sync
speed increase toYMbps down and almost 1 Mbps upownload is now about twice the speed as when

we were uig FairPoint DSL.

Tp-LIN K@:‘ ADSL2+ Ethernet/USB Modem Router

Quick Interface Advanced Access ’
Maintenance Help
Status Start Setup Setup Management
Device Information
Firmware Version : 8.0.0 Build 140311 Rel.29246
MAC Address : c4:29:84:37:d9:0a
IP Address : 192.168.2.1
Subnet Mask : 255.255.255.0
DHCP Server : Enabled
WAN
PVC |VPIVCI IP Address Subnet GateWay DNS Server  |[Encapsulation Status
PVC2 | 0/35 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Dynamic IP Down
ADSL —

ADSL Firmware Version : Fw\Ver:3.22.2.0_A60394 HwVer.T14.F7_12.0
Line State : Showtime
Modulation : ADSL2 PLUS
Annex Mode : ANNEX_A

Downstream Upstream

SNR Margin : 10.2 107 db
Line Attenuation : 439 2717 db
Data Rate : 8157 999 kbps
Max Rate : 8972 1164 kbps
POWER : 18.7 122 dbm
CRC : 0 0

Figure 3 Router Status PageDuring DSL Initialization

3.3 Modem WAN Interface

The Wide Area Network (WAN) side of the modem is responsible for encoding and recovering bits over

the phone line and extendingtheSs P6s net wor k to the customer. Often t
combined with a residential NAT routdtthernet switcland in some cases a \Wi Access Point to deliver

multiple services in one inexpensive combo device. However the modem function remaarméheo

interface to the phone line and connect to the ISP equipment.

The main functions of the ADSL modem are:
1 Physically connect to phone line
1 Create and recover ADSL signals
1 Data encapsulation typically using ATM between customer and ISP
1 Allow ISP toautomatic configure WAN side IP settings
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3.3.1 ATM

Most DSL connections uggsynchronous Transfer Mode transport data over the DSL link. ATM is
designed to transport low latency digitelephone traffic. Data is transported inthae cells of which 48

carry data the other 5 are overhead. ATM is a legacy of circuit switched telephone network and uses
virtual circuits. When setting up the modem need to specify the Virtual Path IdefMfiBrand Virtual
Channel Identifier (VCI). Unfortunately when used for data ATM adds significant overhead, the so called
ATM cell tax.

There are various methods of transporting IP packets over ATM, called adaption layers. You need to use
the method sprfied by your ISP.

3.3.2 |IP Settings

Oncethe modem is able to successfully transport data over the DSL link the next step in the process is to
configure Internet Protocol (IP) parameterdtsmcomputeror routeris able to access the Interngach

device rguires anP addressnda subnet mask that identifise network ad host portion of theddress.

To communicate with other devices on the Internet it needs to know the default gateway server address.
This is the address the computer uses to hand dtepmawhen the destination host is natthe LAN

Lastly devices need the address of the DNS server to translate URL ndmadPtaddress of the distant
server.

The modem is transparent to IP. What is being configured is the wide area network (WAfidgéntehich
is either the outward facing router interface or if only a single PC is being used the computer itself.

There are three methods ISPs use to configure customer equipment:

1 Statically
1 DHCP
1 PPPOE (or PPPoA)

Most business accounts are configured statically to facilitate running servers. With a static assignment the
IP address never changes. The ISP sends customer configuration information and customer in turn
manually configures equipment.

Residential accais typically use DHCP or PPPoE. DHCP works much the same as having a PC
connected to a LAN. When modem powers up its first synchronizes to the DSL line then searches for a
DHCP server. The DHCP server communicates IP settings to the router. FairPomdstiradhelLEC's

use Poirtto-Point Protocol over Ethernd®PPoEwnorks much the same as with dialup only much faster.
PPPOE requires customer enter a user name and password. The downside of PPPRdiz sghiiy

overhead and the need to log in and maintain a persistent user session.

FirstLight uses DHCP rather than PPPoE for residential accounts. In the past we would often lose Internet
access due to inability to maintain a PPPoE session even th&lighdelf was working correctly. DHCP
has proven to be much more reliable and has slightly less overhead then PPPOE.

3.3.3 PPPoE and MTU

The downside of PPPOE is that customer needs to login and ISP maintain an active session. Being an
encapsulation protocolFPoE reserves 8 bytes of each 1500 byte packet reducing maxim transmission unit
(MTU) to 1492.

Internet packets are limited to 1500 bytes. PPPoE adds 8 bytes of overhead to each packet reducing
maximum payload size to 1492. Internet packets can be émaigioh and reassembled. However: many
residential routers do not implement fragmentation. Even when properly implemented fragmentation incurs
a significant performance penalty since an over large packet is split into two smaller ones with attendant IP
overtead.

13


http://en.wikipedia.org/wiki/Asynchronous_Transfer_Mode
http://en.wikipedia.org/wiki/Pppoe

A better solution is to limit packet size so fragmentation/reassembly is not required. Windows TCP/IP
protocol stack implemengsathMTU discoveryto automatically limit packet size so fragmentation is not
needed. When PPPOE is used maximum transmission unit (MTU) is 1452 bytes: 1452 bytes data + 40 bytes
TCP/IP overhead + 8 bytes PPPoOE = 1500 bytes. A good indication of packet fragmentatiendid a

little data <1452 bytes works but larger files do not.

The main downside of PPPOE is not the slight extra overhead of the 8 bytes (.6%) but the difficulty

maintaining the session. If the session terminates connection is lost until the userlggs. With a

modem this happens automatically so normally hidden from the user. With both Verizon and FairPoint we

would normally go days with the same PPPOE session so did not notice the momentary interruption.

However on numerous occasions with bi@Rs had multiple episodes where modem would log back in

and al most i mmediately be dropped or account was not
rid of PPPOE.

3.3.4 Bridged vs Routed

Residential accounts are typically bridged. This meanseacls t omer i s connected to the
like connecting multiple devices to your home LAN. For privacy ISP gear prevents cusfmmeseeing
each other

Business customers with multiple IP addresses and static settings are typicallyTbete® 6 s r out er and

cust omer 8s r out dfthe compahky uteomultiphedSP ghairarduteraésralso responsible for
controlling traffic flow.
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4 BroadbandiGoet €€onnection Many Comput

In order to sharaninternet connection a routerngeded to manage the LAN and transfer data between

the LAN and t hlesomeSidtarees therouladu keasnédem allowing the router to be
connectedlirectlyto thephysicallSP network. Irotherc ases t he r outigBthéree WAN i nter f a
allowing it to connect taa separatenodem.l prefer using a modem/router combo. This makes accessing

modem stats easier than using separate devices and also typically lower power consumption.

If you only need to connect a single device simply plugtid the modenBut in that case you are

probably not reading this papéfryou want to use multiple devices you need a router to share the ISP
connection. Using a router creates a ctiamarcatiorbetween LAN and WAN simplifying

troubleshooting. LAN seiges continue to operate even if the WAN connection is lost. The router market
is extremely competitive. New routers can be had for less than $50 US and used high end devices go for
short money oeBay

Power
Power LAN ADSL
On/Off USB

Figure 4 TP-Link ADSL2+ Router

4.1 LAN Side Address Management

The goal of using a router is to share your ISP connection with multiple computers. Each device needs an
IP address. These address can be either manually assigned by the user or automatically by the router.

4.1.1 LAN IP Address Assignment

The choice for most residential networks is to configure the LAN RFQ 1918orivate addresseBy

using private addresses and network address translation (NAT) a virtually unlimited number of computers
are able to share a singldd 8 addressBeing private the address pool can be used and reused multiple
times conserving IPv4 Address space and eliminate need to reqdgsay foradditional public addresses.

There are two ways to configure IP settingléiN devices, staticallyrad dynamically. Each has benefits
and limitations.

4.1.2 Static

The pros and cons of static allocation on the LAN are much the same as on theSitAdissignment

requireslP parameters: address, subnet mask, gateway address, and DNS address becoafiguaibd

onthedevice.If the LAN is using a mix of static and dynamic addresses it is important t@piekic

address outside the range used by DHGPwithin the subnetf a computer is configured statically it is

possible the DHCP server will assitire same address to another device. This results in an address

collision which will prevent both devices from communicatiMje configuredthe out er 6s DHCP ser ve
toissue addresses in 192.168.2192.168.2.100 range with a subnet mask of 255.255.255.0. Static

addresseare assigneth the range 192.168.2.101192.168.2.254. This keeps all addressikin the

subnet without interfering witbach other
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In most orating systems the default is automatic network address configuration. This can be changed to a

static manual configuration if desired. In Windows DNS may be set statically even if the IP address is
configured dynamically. This can be a handy troubleshgdbol when debugging DNS issues.

Network Connections »

{ @! & ) Control Panel » Network and Intemet »
@\/ =

Organize v Disable this network device Diagnose this connection Rename thes connection View status of this connection Changd
: Local Area Connection ‘; Wireless Network Connection
Y ok 3 ®  Disabled
= Broadcom NetXtreme Gigabit Eth !
¥ Local Area Connection Properties =3
Networkng Intemnet Protocol Version 4 (TCP/IPv) Properties N
Cornect using General | Alternate Configuration
> G
% Broadeom NetXireme Gigabt Bthemet You can get IP settings assigned automaticaly if your network supports
this capabiity, Otherwise, you need to ask your network administrator
Corbgure for the appropriate IP settngs.

This connection uses the folowing tems

V! 9% Chent for Microsoft Networks

¥ QoS Packet Schaduer

v Bﬁe and Prrter Sharng for Microsolt Networks
¥ 4 lntemet Protocol Version 6 (TCP/1PvE)

( © Obtan an [P address automaticaly =
Use the folowing [P address:

(™ = Fiemet Protocol Verson & (TCP/PVE) )

V. 4. Link-Layer Topology Discovery Mapper 1/O Detver

Vi . Link-Layer Topology Discovery Responder k j
[ ©) Obtain DNS server address automatically )

l 1 Use the following ONS server addresses:

Description

Transmisson Control Protocol/irtemet Protocol. The defaut

wide area netwodk protocol that provides commurcaton

across dverse interconnected netwodks K =

[ o Cancel

Figure 5 Windows IP Configuration

4.1.3 Dynamic

This is thedefaultbehaviorof most operating system#/hen the computer detects it is connected to a
network either wired or wireless, gearche$or a DHCP server. The DHCP server in the routsponds

to the request anassigns each machia@ appropriatéP addressand other setting©OncethePC is

configured it is able to communicate. The address is leased to the client. Prior to leadereipclient
attempts to renew it. Under normal conditidhis is successful arttie lease never expires athe IP

address remains the same. If client is off network for extended period of time lease will expire. Next time
the computerconnectst mayreceive different IP address.

4.1.4 MAC Reservation

For some devices, such as servers, dynamic adiilgdssnconvenient. For examptée binding toour HP
printer is by IP address. tfieaddress changeschPCs neeslto be reconfigured. A solution is toeate a
pseudo static address. The address issu¢dehiyHCP server is bound to the
long as MAC addressoes not changiiedevice is always assigned the same IP address. This is more
convenient than setting addresses manuallyamh devicdut achieves the same effect
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A down site of MAC reservation is if you change the router LAN addresses will be once again be randomly
assigned. For our LAN | statically assign the addr es
rot er dynamically assign addresses to ficlientodo device

4.1.5 Media Access Controller (MAC) Address

Each interface (wired or wireless) has a uniquédid81AC addresduilt into hardwareThis allowsthe
device to be uniquely addressed. Tduklresss not the same as the IP address.

Excerpt from Assigned Ethernet numbers:
Ethernet hardware addresses are 48 bits, expressed as 12
hexadecim al digits (0 -9,plus A - F, capitalized). These 12 hex
digits consist of the first/left 6 digits (which should match the
vendor of the Ethernet interface within the station) and the
last/right 6 digits which specify the interface serial number for
that inte rface vendor.

These high - order 3 octets (6 hex digits) are also known as the
Organizationally Unique Identifier or OUI.

These addresses are physical station addresses, not multicast nor
broadcast, so the second hex digit (reading from the left) will
be even, not odd.

Device manufactures obtain OUIs from IEEE. Each chip is assigned a unique value consisting of the OUI
and aserialnumber allocated from the last three octets. Threesgedtl: 16,777,215 alues so the OUI

lasts a long time. When the manufaetexhausts the allocation they need to go back to I1&fiE
purchasenother OUI. Since the first three octets are assigned to the chip manufacturer it is possible to
verify whomade the chip by lookingup the OUlonth&e EE6 s .web si t e

4.2 Network Address Translation (NAT)

Most residential ISPs restrict customer to a single IP addesallsize ofthelPv4 address (3dits) space

means addresses are in short supply. ISPs often charge extra if more than one address is needed. This
creates a quandary; how to cost effectively connect multiple hosts to the Internet? The most common
workaround is Network AddreSganslation NAT) using private IP addresses. IETF RFC 1918 reserve

three blocks of IP addresses guaranteed not used on the Internet. Because these addresses are not used on
the public Internet they can be reused multiple times.

Combining NAT, more prperly Network Address Port Translation since both address and port number are
modified, and RFC 1918 private addresses allow a virtually unlimited number of computers to share an
Internet connection even thoutte ISP only providd a single IP address. NAprovides translation

between private addresses on LAN side theginglepublic address issued by the ISP.

Internal LAN traffic proceeds normally; NAT is not required for local trdfil@tween computers on the

LAN. When a request cannot be serviced locally it is passibé MAT router, called a gatewayhe

router modifies the packet by replacing private address with public address issued by the ISP and if needed
changes the port number to support multiple sassémd calculatesnew checksum. Router sends

modified packet to remote hostist-originatedfrom-the-router. When reply is received router converts
address and port number back to that of the originating deslcalates the new checkswand forward it

to the LAN. NAT router tracks individual sessions so multiple hosts are able to share a single address. As
far as Internet hosts are concerned the entire LAN looks like a single computer.

4.2.1 Performance

NAT requires dair amountof bookkeeping, changg IP and port addressesyd thercomputing new
packet checksum. Routers have no trouble keeping up with WAN connections of a few megabits per
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second. If you are blessed with really fast broadband connection say 100 Mbps make sure router is up to
the task

NAT translation tableizelimits the maximumnumber of simultaneous sessions router is able to maintain.
This limit does not affect normal Internet usage. However whentB&ter (P2P) protocols are used the
large number o§imultaneousessions maoverwhelm a lowend router.

4.2.2 Security

NAT blocks remotely originated traffic. It functions as a de facto incoming firewall betiaeis®iter does
not know where to forward packetsat originate®utside the LAN unless specifically programnweith
portforwarding rules

4.2.3 Active vs Passive FTP

The way File Transfer Protocol (FTP) allocates ports causes problems with NAT. To NAT an outbound
FTP session appears to originate from the remote server, rather than internal on the LAN. As a result NAT
prevents th transfer. Routers know about this behavior so use of default FTP ports is not a problem. It
becomes an issue if you change FTP ports from default 20/21 to some other value.

To learn more readictive FTP vs. Passive FTP, a Definitive Explanation

4.2.4 Limitations of NAT

As useful as NAT is it is also controversial. It breaks theterehd Internet addressing paradigm. NAT
maintains state information. If it fails session recovery is not possible. Itargenvith server functionality
and IPsec VPNs.

This is not to discourage use of NAiEit is very powerful technique. But NAT should be seen for what it
is, a shorterm workaround to minimize effects of IPv4 address shortage, not a permanent extension to
Internet technology. For more information $&%€C 2993Architectural Implications of NAT.

4.3 Default Gateway

Local devices on the LAN are able to communicate directly with one another, a router is not reqaired. If
PChas a packet destined far aff LAN device itforwardsthe packet to thgateway. The gateway router
decides how to deliver packets that travel outside the L3ihte aly a single connection exists between

our network and the ISP routing is trivial. The router simply forwardsamilocal packetstda he | SP 6 s
edge router

4.4 DNS

The Domain Name Syster®KS) allows access to Internet hosts by name rather than IP addagss.
resolution for local devices is performedgtBIOSover IP. Windows maintains a list of local computer
nameslt is also possible to manually define names by placing entries Hatiefile on the computer to
override other name resolutidfiWindows cannot resolve a host name locally it assumes it is a remote
host andnakes a DNS request of theuter.Residential routers typically do not actually implement a DNS
resolve; rather it simply passes the requiesthe ISB® BNS nameserver.

When a PC connects the LANone of the pieces of informati@onfiguredoy DHCPis the DNS server
addressWhen a PC needs to look up a host address it sends the request to theTtauteuter in turn
figures out which DNS server to uskSPs typicallyimplementmultiple DNS server for redundanclf.the
primary DNS resolver goes down the router will attempt to use the secondary server.

Normally DNSis provided by your ISP. Hower, any DNS server can be used to translate URLs to IP

addresses. If you chose not to use the DNS provided by your ISP you have two option use a public DNS
server or run your own. There are a numidslic DNSservers of which Google is probably the most
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widely known. The other opt i on TieaNalkfa manyyearsypotur o wn
it appears the site no longer exists.

There is a downside aisinga differentDNS server Many larger ISPs have special arrangements with
ContentDelivery Network (CDN) providers. The role of CDN is to improve streaming performance by
locating caching media servers near the respective ISP. If you are not using DNS provided by your ISP
may take a hit on multimedia performance since your DNS server is not pthgst special

arrangements.

45 Firewall

The router includes stateful inspectiofirewall. This provides another layer of security by observing
inbound and outbound traffic and dropping namfcoming packets.

4.5.1 Universal Plug and Play

UPNPis an outgrowth of PC plug and play experieddENP isdesigned to automatically configure local
network devicesnd firewall rulesAs this paper shoulshake clear configuring a LAN can be a daunting
task requiring user to be conversant with network terminology and concepts. UPNP provides automatic
discovey and when needed requeBtewall/router configuratiorthanges

Unfortunately UPNP makes noquision for security so one has no knowledge or cowivel malicious
devices attempting to gain unauthorized access to the Internet. If you are unfamiliar with network
configuration and confident PCs have not been compromised then UPNP is very con@mibetother
hand if you are comfortable configuring network devices doing so manually improves séterigave
UPNP disabled in the router.

4.6 QoS

The outer implements multiple QoS functions to make optimum use of limited WAN bandwidth.

packets arxie faster than they are able to be delivered QoS places high priority packets at the head of the
list. It is important to keep in mind QoS does not improapacity i simply determines winners and losers.

In a bandwidth limited environment that can ofteyprove the user experienbet it does not magically

create moreapacity

4.7 Syslog Event Logging

Router logs significant events and forwards ther@yslogserver. This overcomes one of the main
limitationsof using a dedicated appliance for Internet sharifignited data storage. Router emits Syslog
data to the PC server. One of the services running on the server is Kiwi Rsimdng a syslog server is
convenient becauseis able toaggregatéogsfrom multipledevices one stop shopping

Curiously | had to usg&elnetto access the command line interface to set up Syslog, as there was no GUI
for this featureSyslogfeaturewas not even mentioned the user manual. If you are comfortable poking
around withthecommand line interface (CLI) it makes sense to Telnetyiato router to see what

surprises are available.

4.8 Management

Routers typically include a number of remote management fealureg.assist in troubleshooting but do
impact securityBelow are the most commananagement functions.

48.1 ICMP

Internet control management protocol (ICMP) is a suite of tools udeouiole network problems. For our
purposes the most usefulRing Ping senda small packet ttheremote hosand waits for a response.
This is an easy way to verify remote host is up and running.a good idea to enable router to respond to
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ICMP. In addition m& need to contact your ISP bave them enabCMP within their network Some
ISPs disable support for ICMP making troubleshooting more difficult.

4.8.2 SNMP

Simple Network Management Protoc8INMP) is a widely used management schdordarge networks

SNMP can be configured to provide read only access to configuration data or read/write enabling remote
management. SNMP usasnanagement information block(B) to interpretstatus and remotely manage

a device. SNMP is not typically used on small networks. If SNMP is not being used disable thedeature

if device does not allow SNMP to be disahlatlleast chnge thalefaultreadonly and readvrite

community string. The community string acts as a passworthsalevicewill only responds to authorized
gueries Default community stringareoften public/private.

4.8.3 Broadband Forum TR-069

TR-069CPE WAN Management Protocisla Broadban@orum spec to facilitate ISP management of end
user devices. If the router is suppli@dconfiguredoy your ISP this feature is probably enabled and you
will not be able to turn it off. If you ammanaginghe outer yourself turn off this feature unless you have
shared access password with your ISP.

4.9 Internet Server Behind NAT

Running a public server behind NAT requitherouter forward incoming connection requests to the
appropriate server. By default incomiognnection requests are discarded because router does not know
which host on the LAN to forward them. The router actdeafactoinbound firewall. Port forwarding
configures the router to accept an inbound connection request, to say port 80, andtfotiargeb

server. To the remote host the server looks like it is using the public IP asidpptied by the ISRvhen

in factweb server i@n a private addressdden from the Internet

Operational tip - Most Residential NAT routers do not perform WA oopback. This prevents
access to local public server by its URL or public IP address from within the LAN. Server must be
accessed by its LAN machine name or LAN IP addiMdgen a server is accessed by its public IP
address within the LAN the router feards the request to the Internétoes not realize host is

local. End result is packet never reaches the server.

If local access by DNS name or public address is important add the name/address information to
WindowsHost file. The Host file performstatic name translation service invoked prior to DNS.

If the requested host name is found in Hosts file Windows will use that address and not query
DNS.

4.9.1 Dynamic DNS

Remote hosts use DNStomdRLtoserer 6 s | P addr ess. DNS assumes server
changes only rarely. This poses a problem for residential customers with dynamic address allocation since

server address may change suddenly without notice. Several services have spruadyltgstothis issue.

Dynamic DNS services either run a small application on the router or on server to detect IP address change.

When that occurBynamic DNSservice is notified of address change.sTikinot a perfect solution since

there can be significant delay between address changes and when new address is available. However for

casual residential users it works well enough.

4.9.2 Multiple Identical Servers

Most residential broadband ISPs allocatenglsi IP address per account. This causes problems running
multiple servers of the same type. For example when running a web sgrdefaultincoming requests
aredirected tgport 80, malkng it impossible to run two web servers on a single IP addresg i well-
known portnumber A workaround is to use a different paddmberfor one of the web server§.you are
the onlyoneaccesmg theserverthis is not a concern since you are aware of thestandard port and can
easilyspecify itin the browser

20


http://en.wikipedia.org/wiki/Simple_Network_Management_Protocol
http://en.wikipedia.org/wiki/Management_information_base
http://en.wikipedia.org/wiki/URL
http://en.wikipedia.org/wiki/Dynamic_dns
http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml
http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml

http://mysite.com:8080

Wherethis becomes problemsis with a public serverln that caseises have no way to knowthey need to
use a nonstandard port to access the seany DynamicDNServiceshave provisions to redirect
requess to the alternate port.

4.9.3 Security

Great care should be taken when running public servers. If an attacker is abl®itoeewplhkness in the

server they gain access to the entire LAN. Once in control of a compromised server they are free to attack
other machines on the LAN. We use a hosting service to minimize security risk rathasrth public

server locally.

4.10 Bonding vs Load balancing

If a single Internet connection is not adequate one option is obtain addition commastiarse bonding or
aload balancing router. As with all engineering decisions there are tradeoffs.

4.10.1 Bonding

Bonding combines multiple ISP connectsonto a single pipe with the effective speed of the sum of each
pipeand a single IP addredBonding requires theooperatiorof thelSP. While the effective speed is
doubled (assuming two equal speed links) it does not have much effect on latencysinsesplit

between each connection

4.10.2 Load Balancing

Load balancing iperformed by aouter with multiple WAN connections. As eacttboundLAN request

hits the router ipicksthe least used connection. From the Internet perspective each connectisrofars it

IP address so it simply looks like two independent links. The advantage of load balancing is it does not
require the ISP to do anything. Even though each individual session is limited to the speed of whichever
link it is assigned traffic is spreadeay overall links soeffective Internet speed is increased.

4.11 Measuring Internet Speed

In a SOHO network LAN performance is rarely a speed determinate. Speed is typically limited by first
mile WAN connection. It can be a challenge teasing out varioup@oemts of endo-end performance to

see if ISP link is working as advertiséthe first step is to determine the bit rate being delivered by the ISP.
In the case of ADSL this is a matter of looking at modenustaind determining download and upload bit
rate.

IP transmission splits data into 1500 byte chunks called packbig€® 8bits). Some of the 1500 bytes

are used for network control so are not available for user data. TCP/IP uses 40 of the 15@0 bytes f

control. NOTE: this analysis assumes use of maximum size packets. Since overhead is fixed using smaller
packetsizeincursa higherpercentageverhead. With 4bytes reserved for control out of every 1500

bytes sent only 1460 are available for datsisTepresents 2.6% overhead.

Some ISPs, typically phone companies, use an additional protocol called Peer to Peer Protocol over

Ethernet PPPoR to transport DSL data. This is an adaptation of PPPlused di al up | SPs. Tel co6:
PPPOE because it facilitates support of third party ISPs as mandated by FCC. PPPoE dapytesds 8

each packet increasing overhead teb48s reducing payload to 1452. Where PPPoE is used overhead is

increased to 3.2%.

Most DSL ISPause IP over Asynchronous Transfer Modd §1) (AAL5). ATM was designed for low
latency voice telephony. When used foradidtadds significant overhead. ATM transports data HpGE8
Cells of which only 48 are data the other 5 used for ATM control. Eachlig@(acket is split into
multiple ATM cells. A 1506byte packet requires 32 cells (32 x 48 = 1,536 bytes). The &&tiaytes are
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padded, further reducing ATM efficiency. 32 ATM cells require modem transmit 1,696 bytes of which only
1452 carry payload. Where ATM/PPPOoE is used overhead is increased to 14.4%.

TCP/IP overhead 2.6% efficiency 97.4%
TCP/IP/PPPOE overhead?%s efficiency 96.8%
TCP/IP/PPPOE over ATM overhead 14.4%, efficiency 85.6%

NOTE: This is bestase speed based on packet overhead only. Errors, transmission delays, etc. will reduce
speed from this value. The higher the speed the more impact even imgaésihents have on throughput.

FirstLight DSL does not use PPPoE saving that overhead. Because speed is not capaédPbiketsync
speed variebetween 7.2 and 8.2 Mbptepending on line conditiond syncspeedf 8.0 Mbps down and
1 Mbps up vyieldng best case transfer @® Mbps down and86Mbpsup.

File transfer speed reported Byoadband Repor@ndSpeedtest.nés shown below.

OOILA SPEEDTEST
DOWNLOAD | UPLOAD | PING

7.08Hh.-‘5 . 08‘5 Mb/s . 38 ms

GRADE: D- [SLOWER THAN 743 OF US)

ISP: FIRSTLIGHT FIBER ##ws
SERVER: BOSTOM, MA (~ 50 mi)

s DSLReports
E# gdnet
tschmidt {Milford NH)

4 +

1.07 Mb/s 0.821Mb/s

D' bufferbloat m PING: 42-44ms D

" Streams: 872
F Sality Link: DSL ==

10:05-10116 1135 AM LS E5T

Figure 6 DSL Speed Test Results
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5 Wi-FiAccess THNeitnrmtor ki ng Wi thout Wires

Great strides have been made creating high performance low cost wireless LANs. RF technology is at its
best where mobility is of paramount importance with badtwless so.Wi-Fi radios operate in the

unlicensed Industrial Scientific Medicd5M) band. WiFi popularity has a down side. As more devices

attempt to use the limited frequency allocation interference problems increase. Government regulators are
addressing interference by designating more bandwidth for unlicensed use. Standards bodies are working to
facilitate graceful coexistence between varidasices.

IEEE 802.11 radios operate in two modes ad hoc-fmepeer and infrastructure. Infrastructure mode
requires one or more Access Points to bridge wireless network to wired network. Depending on size and
type of building construction a site megquire multiple Access Points. Atoc mode allows two or more
Wi-Fi devices to communicate directly without needing an Access Point. Mest ¥dmmunication

makes use of Access Points.

Many residential routers include a \Wi Access Point. Ours doestrand even if it did the location of the

router is not ideal for Wi use. We use a standalone Netgear WN802Tv2 Access Point. It is an 802.11n
2.4 GHz Access Point connected to a port on the Ethernet switch. This was an upgrade we made several
years ag@nd coverage throughout the house is much better.

5.1 Wi-Fi Overview

The success of variolBEE 802.11wireless standards has encouraged many vendors to enter the market.
TheWi-Fi Alliance works to insure interoperability between different vendors and promote use of Wireless
LANSs. The result is that wireless IEEE 802.11 networks are often referred tofis Wi

5.2 WLAN Speed

As is the case with Ethernet IEEE 802.11 Wirelassal Area Network (WLAN) performance has
dramatically improved over the years.

i 2 Mbps 2.4 GHz 802.11 (1997)

i 54 Mbps 5GHz 802.11a(1999)

1 11 Mbps 2.4 GHz 802.11b(1999)

i 54 Mbps 2.4 GHz 802.11g(2003)

1 150 Mbps 2.4/5 GHz 802.11n 2009)

1 500 Mbps 5 GHz 802.11ac (2013)

1 7000 Mbps 60GHz 801.11ad (2012) (very short range)

Due to the way ovethe-air transmission operates real world transfer speed is limited to less than half the
raw transmission speed and often significantly lowdewever advances in wireless technology make it the
network technology of choice in many instances.

5.3 Security and Authentication

Wireless LANSs are inherently less secure then wired. An intruder does not require a physical connection,
but can eavesdrop sordistance away. The original 802.11 designers were aware of this and incorporated
Wireless Equivalent Privacy(EP) into the specification. Unfortunately almost immediately security
researchers found critical weakness with WEP and shortly thereafter hacking tools became readily available
making WEP virtually useless. As an interim measure thé&Mdlliance developed WPA that could be

retrofit to existing hardware. IEEE developed a poghensive security standard YiProtected Access 2
(WPA2). WPA2 using AESCCMP is the preferred privacy implementation. Only use WPA or WPA2

TKIP if equipment does not support WPA2 AEEMP. WEP should never be used.

In a commercial setting WPAZ2 if often used WRADIUS to uniquely identify each user. That is typically

not an option for home users. A simpler method uses a preshared key (PSK). With PSK the Access Point
and each client have a secret password installed for mutual authentication.
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There are many key generatiotilities available to simplify creating long security keys. Wireless keys

need to be significantly stronger than a typical end user password. An attacker is able to capture wireless
traffic at their leisure and then udietionaryattackor brute force methods to discover the key. This is very
different than trying to login to your account online since in most implementations lockout the account
after a few invalid attempts.

To improve sectity do not used the default network name (SSID), create your own. This prevents an
attacker from quickly running through a list of previously cracked passwords/SSID combinations.

5.4 Wi-Fi Protected Setup (WPS)

WPSwas designed to make it easier for home users to configure multigie &vices using a preshared

key. Creating a long key and configuring-Wliparameters can be a daunting task for the typical user.
Unfortunately, as was the caséh WEP, security flaws have been discovered in WPS implementation.
The WEFi alliance has tightened testing of WPS but to be on the safe side it is best to disable this feature
and manually configure devices.

5.5 Interference

Wi-Fi radios operate in unliosed bands so interference can be a problem, especially in congested urban
areas. The radios must be certified as compliant with the specification but users do not need an FCC license
to operate the equipment. Interference is the result of othé¥i Yeidios, norWi-Fi radios operating in the

same band such as Bluetooth or wireless phones and unintentional radiators such as microwave-ovens. Wi

Fi operates in three bands 2.4GHz and 5GHz are the most common and the new 801.11ac operates in the 60
GHz band forextremely high speed but short range communication. The 2.4GHz band is by far the most
popular but it is also the most crowded. While there are many 2.4 GHz channels defiRedsés a much

wider channesothere are only three nesverlapping channeM/i-Fi. In general when operatirg2.4

GHz it is best to use channels 1, 6, or 11 for optimum performance.

Wi-Fi alliancehas published numerous whitepapers on the subject. They are working with various
standards bodies to make devices more aware iofRReenvironment by probing for other radios

operating in the vicinity. That knowledge is used to set operating channel and transmit power to minimize
interference.

Given the tremendous popularity of this technology governments are working to incespsmnéy
allocation for unlicensed radio use. As radios get smarter and frequency allocation increase interference
should become less of a problem.

Channel Centre Frequency (GHz)

1 2 3 a4 5 6 Z.... B 9 10 1 12 13 14
2412 2417 2.422 2.427 2.432 2.437 2.4422.447 2.452 2.457 2.462 2.467 2.472 2484

(1R RRRRRRRR

22MHz

Figure 7 2.4GHz Wi-Fi Channels

24


http://en.wikipedia.org/wiki/Dictionary_attack
http://en.wikipedia.org/wiki/Wi-Fi_Protected_Setup

6 Et her net1 BEtwh & r€Crhentq u AIr ks

If you want to connect more than one computer to the Internet you need a Local Area Network (LAN).
LANSs are useful for much more than just sharing your Internet access. Having a LAN allows computers to
access shared resources such as a printer and_filea. iesources are still available even if you lose

Internet access. ki and Unshielded Twisted Pair (UTP) Ethernet technology is ubiquitous and
dominates the SOHO market.

Creating a LAN can be as simple as enablingfi\bn your router or as complex as inkitg hundredf

feet of Ethernet cable and dozens of jacks. IOAM consists of an Access Point located on the second

floor and 24 Ethernet jacks sprinkled throughout the house and office. The DSL router and Ethernet switch
connect to an Ethernet patcanel located in the basemergar my office

Residentiatoutersinclude at least one Ethernet port. Some incorporate a built in Ethernet switch to provide
multiple ports. The router provided by our ISP is a single port router. This is not an issue for us as we need
a large number of Ethernet portsweuse a 16ort Gig Ethernet switch.

Performance tipi Using a single wide switch is advantageous from a performance standpoint
rather than cascading multiple switches. While cascaded switches are transparent doing so limits
speed between switches to that of the intervening link. In a wide swaftic between ports travels
over themuch fasteinternal switch fabric

6.1 Hubs vs Switches

Electrically UTP Ethernet is a potm-point topology. Each Ethernet Interface must be connected to one
and only onetherEthernet InterfacedlubsandSwitchesare used to regenerate Ethernet signals allowing
devices to communicate with one anothBue to their tremendous performance advantagielseshave
entirelyreplace hubs.

Thecarrier sensenultiple access collisionavoidance CSMA/CA) scheme originally used by Ethernet
places a limit on the number of wire segments and how many hubs can lvéthged single collision
domain.Each device listes for the bus to be idle before it begins to transmit. It is possible multiple devices
will transmit at the same timeausing aollision. When that occurs data is cormegbtTransmission is

halted and each device waitssmdomamount of time before &tnpting to transmit agai®@riginal

Ethernet was half duplexnty one device on the network is able to talk at a time, all others are listening.

Ethernet switches operate very differeniifie svitch examines each arriving packet, rettsdestination
MAC address and passes it directly to the proper output port. Switches eliminate the collision domain
allowing multiple conversations to occur simultaneously. This dramatically increases network performance.
A 100 Mbps hub shares 100 Mbps among all deviéth a switch traffic flows between port pairs. A
nonblocking 16port 1Gbps Ethernet switch has a maximum throughput @lis. This assumes
connectionsareevenlyusedamongthe 16 ports each one operatind@bps. Port A is able to talk to port
D atthe same time Port F is talking to Port B and so forth. Switches enable full duplex commupnication
computersare able taransmitand receive at the same tingwitches offer a tremendous performance
advantage compared to hubs. In a home network switepessent a less dramatic improvement if almost
all traffic is to and from the Internet. In that case the Internet connection, normally much slovtbethan
LAN, determines speed. However if there are local resources such as files and qnitiver& ANthe
Ethernetswitching advantage come into pl&venon small home networks

When a switch does not know which port to use it floi@sncoming frame to all ports, much like a hub.
When the device responds the switch learns MAC address associateuevtirttOnce it knows which
MAC addreses areassociated witleachport it only needs to forward frames to that pdtie switch also
floods all ports with broadcast frames. Switches are transparé&tiernet traffic, replacing a hub with a
switch is smply a matter of swapping out the device.

Gig Ethernet interfaces are at price parity with Fast Ethernet. New gear delivers Gig as a baseline. Gig
Ethernet is an interesting inflection point. Historically computer performance was limited by network
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speed When connected to Gig Ethernet typical PCs are only able to utilize a fraction of rated speed due to
internal bottlenecks. Typical PC file transfer speed when used with Gig Ethernet is limited40000

Mbps due to disk speed, O/S overhead, and PCugmout. Bottleneck is no longer communication but has
shifted to computing elements.

6.2 Managed vs Unmanaged Switches

Ethernet switches come in managediunmanagedavors Managed devices allow the administrator
completecontrol of various parameters, dedi VLANS and observe traffietc An unmanaged switch has
no user interface and is simply plugged into the netwddnaged switches are overkill in a typical SOHO
network. Unmanaged devices are considerably less expensive and operate at lowszchmiugrenergy
cost.

Our switch is an interesting hybrid between managed and unmanaged. WHeisear ProSafe Plds-
port Gig switch. It is like aunmanaged switch in that ygust connect it to your LAN and it works. The
Web Interface allowyou to do many of the features of a managed swittite still being price near that
of an unmanagedumbswitch and important for owgituation it is thesame size. This was critical abdve
very limited space to locate the switch.

The features thatreof particular value to me are: Port Status, Port Statistics, MirraridgCable tester.
The switchsupports other useful featuresch ad/LAN sand QoShat we are currently not using

Mirroring is handy for troubleshooting ascopies traffic to another port. This allows that port to be ased
a monitorto analyze trafficThere is also a built inable tester able to detectthzables and estimate
distance to the fault.

GS116Ev2 - 16-Port Gigabit ProSAFE Plus Switch

I I N

Maintenance  Monitoring  MultiCast  LAG

= Switch Information Port Status
* Port Status

» Loop Detection [ Port Port Status Speed Linked Speed Flow Contral

* Broadcast Forwarding

B 1 Up Auto 100M Disable
[ 2 Up Auto 10M Disable
[ 3 Up Auto 1000M Disable
B 4 Up Auto 10M Disable
B s Up Auto 1000M Disable
B 6 Up Auto 1000M Disable
| 7 Up Auto 100M Disable
B s Up Auto 100M Disable
B 9 Down Auto no speed Disable
B 10 Down Auto no speed Disable
B 1 Down Auto no speed Disable
[ 12 Up Auto 10M Disable
[ 13 Down Auto no speed Disable
0 14 Up Auto 10M Disable
[ 15 Up Auto 10M Disable
[ 16 Down Auto no speed Disable

Figure 8 Ethernet Switch Port Status

This page shows the connect speed of each device. As you can see we have a miz.dsgeeidhe 10
Mbps devices are the home automationtrollers; however some are hosts that drop down to diisM
when idle to conserve power
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GS5116Ev2 - 16-Port Gigabit ProSAFE Plus Switch

I I

Management  Maintenance MultiCast LAG

Port Statistics

* Mirroring

« Cable Tester Port  Bytes Received Bytes Sent CRC Error Packets
1 18471899202 885290380 0
2 176233287 127954423 0
3 238977689 6642871762 0
4 708665827 433316878 0
5 7261934460 11599852339 0
G 115555631868 10247973044 0
7 135248381 198396778 0
i 4573937 231568569 0
9 0 0 0
10 0 0 0
1 0 0 0
12 3299117134 115109065295 0
13 1012976898 3072206322 0
14 758456949 452507273 0
15 4T788TS 180954847 0

0

16 0 0
Figure 9 Ethernet Switch Port Statistics

We have a mix of Cat 5 and Cat5e cabling. The runs are all fairly short but | wanted to make sure the links
are working without errors. Much to my religfe switch is reporting zero errors over long period of time.

6.3 Automatic Link Configuration

To make Ethernet easier to use higher speeds are backward compatible. TransScwiueggotiatdink
characteristics to determine speed and whether connection is half or full duplex. Hubs are limited to half
duplex as only one device is able to transmit at a time. Switches are full duplex capable of transmitting and
receiving at the same time.

NIC (computer interface) is configured as uplink port (MDI), Hub or switch as MDDefault

configuration assumes MDI port is connected to MObort. Under normal circumstances devices connect
using a 1:1 cableéA mismatchoccus when like devices are connectsdy PC to PC or switch to switch.

To make this easier hubs/switchesse historically hadn uplink switch or dedicated uplink port. The

uplink port reverses normal TX/RX configuration so another like device can be connected. The same effect
can be obtairgtby using a crossover cable. Crossover cable swaps TX and RX pair at one connector.
Recently vendors have adoptédto-MDI -X to automatically determining remote port type and configure
ports automatially eliminating the need for crossover cables, and uplink ports/switch on Ethernet switches.

With Auto negotiation (Speed/duplex) and AWIDI-X (gender) Ethernet has become much more user
friendly. All a user needs to do is connect the cable, evexytise is automatic.

6.4 Power over Ethernet (PoE)

Until recently Ethernet delivered data but not power. Each déade provide its own power. For

traditional ilarged networked devices such as comput e
low power appliances such as-¥liAccess PointandVoice over IP (VolP) telephones are deployed the

benefit of delivering both data and power over Ethecabtingbecame obvious.

27


http://en.wikipedia.org/wiki/Autonegotiation
http://en.wikipedia.org/wiki/Auto-MDIX

IEEE took on the challenge and in 2003 reled@eB specification. POE provides 13 watts of power per
device. For 10 and 100 Mbps Ethernet PoE uses the two unused pand3iggher speedses all four

pair so power has to be injected into the active p&eszond generation PoE, called PoE plus, increased
maximum device power to 25 watts

PoE has been a boom for low powered devices. It also facilitates backup power, as the UPS only needs to
feed the PoE Switch (or power injector) rather than be locatedtat device.

6.5 Topology

UTP is a point to point technology. Cable runs from an outlet located near the device to a port on the
Ethernet switch. For maximum performance a single wide Ethernet switch should be used to serve the
entire LAN rather than cascadisgitches. Cascading is transparent to traffic but limits inter switch speed
to that of the link connecting the switches. With a single wide switch-liftk throughput is dictated by

the much higher performance of the internal switch backbone.

6.6 Unshielded Twisted Pair

Ethernet EEE 802.3using unshielded twisted pair (UTP) copper cabley far the most common

networking technology in use todaW TP consisting of 8 conductors organized asvidtedpairs

terminated with 8 conductor modular (8P8C) jacks similar to those used for telephone Wigngck is
commonly, but incorrectly, referred as an48ljack. As speed has increased the cable specifications have
become more stringerElA/TIA 568-C structured wiring speciation applies to commercial locations and
EIA/TIA 570-C is the variant for residentia

Ethernet also supports various flavors of optical fiber but due to higher cost fiber is more appropriate where
the strengths of fiber can be used to an advantage: extremely small size, incredible speed and-being non
metallic fiber is immune to lightng.

6.6.1 UTP Ethernet Speed

Since its inception UTP speed has increased dramatibédist recent versions of the specification define
2.5 and 5Gspeeddhat operate over existing Cat5e and 6 iogpl

i 10 Mbp/s Cat3 10BaseT (1990)

i 100 Mbp/s Cat5 100BaseTX (1995)

I 1,000 Mbp/s Cat5e 1000BaseT (1999)

1 2,500 Mbp/s Catbe 2.5GBaseT (2016

1 5,000 Mbp/s Catbe 5GBaseT (2016

I 10,000 Mbp/s Cat 6A 10GBaseT (2006) (Cat 6 up to 55 meters)

In general Ethernet UTP cable distance is limited to 168tem (328 feet). Range extenders can be used for
longer distance. Cable distance is typically not a concern for residential users.

As speed and distance increases fiber becomes attractive compared to copper cable. The difficulty with
fiber is not so mah the cost of fiber itself but termination and the cost of-@fectrical converters needed

to connect NICs to fiber. That being said fiber is an ideal way to link buildings as it is immune to lightning
and able to transport high speed data nfudierthan copper.

6.7 Virtual LAN (VLAN)

Virtual LANs allow a single physical LAN to interconnect multiple computers while isolating one group
from another. Typical use is to creaeAN based on community of interest for example payroll,
marketing and engineering. A router is used to interconnect separate groups providing a great deal of
control over how data flows across VLAN boundaries.
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VLANSs are not common for home LANs but may baemoreso if Internet services are delivered by

multiple service providers, perhaps one for data, another for IP based TV (IPTV), and yet another offering
Voice over IP (VolIP).

6.8 Spanning Tree

Ethernet is designed such that one and only one path etistbeany two endpoints. If multiple paths
exist switches are unable to determine how to forward fraBpsning Tree protoc@tas developed to
addresghe problem of multiple paths in coplex networks. The protocol detects duplicate paths and turns
off redundant ports. Spanning Tree requires managed Switdbescost unmanaged switches do not
implement the protocol. Spanning Tree is typically not an issue in simple SOHO LANS.
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7 Al tneant i ve LAN Technol ogi es

Ethernet and WFi are the dominant LAN technologies. The cost of installing network wiring is modest if

done when structure is being built. The situation is more difficult for existing structures. The cost and
disruptiontoretraft a LAN is a significant deterrent. Various
impediments to home networking. These initiatives typically operate at lower speed than wired Ethernet

but have the advantage of not requiring additional wiring.

ltisates ament t o Et hallthese dltérmatives alusel madifiedtEshernet frames, adapted to
the physical medium, making it easy to bridge to standard Ethernet equipment.

7.1 Personal Area Network (PAN)

Bluetoothis optimized for low power short range peripheral connection such as wireless headsets. Since
Bluetooth operates in the crowded 2.4GHz band care needs to bedddantooth and Wi do not

degrade one anothéi/hile Bluetooth can be &d to create a network, it is more commonly used to attach
peripherals wirelessly.

7.2 Phone Line Networking

Home Phoneline NetworlHomePNA usegelephonewiring to create bridged Ethernet LAN operating at
a maximum sped of 320 Mbps. This allows computers to connect wherever a phone jack exists. The
specification allows analog telephone, DSL, and LAN to coexist on a single pair of ordinary telephone
wire. Like DSL HomePNA take advantage of unused capacity of coppernavcreate a network.

PNA usesaslightly modified Ethernet packet. This makes HomePNA look like ordinary Ethernet to
software. HomePNA equipped computers cannot connect to UTP Ethernet directly, a bridge is needed to
rate match between the two netwoeksl deal with minor signaling differences. This allows HomePNA

and Ethernet devices to act as if they were connected to the same LAN.

HomePNA never really took off so finding gear can be difficult. There are numerous Ethernet extenders
that are able tose existing voice grade telephone twisted pair. Many of thesgtarsgardvDSL2

chipsets allowingpoint to pointEthernet conneitinsoverseveral thousand fedtused a pair otarTech
VDSL2 Ethernet range extenders to help a friend bring their LAN out to a barn a couple of hundred feet
away from the house.

7.3 Power line Networking

HomePlug initiative provides higspeed network device that plug into ordinary AC receptacles at speeds
up to 200 Mbps. ThelomePlug Allianceis the clearinghouse for power line networking products.

7.4 Ethernet over TV Coax

Multimedia over Coax AllianceMoCA) is popularizing an interesting technology that utilizes TV coax
wiring to deliver Ethernet at up 800 Mbps.A competing ITUT standards.hnis getting international
traction also hits the 800 Mbps range.

Many homes built in the last few decades ha®&Roaxial cable feeding multiple TV outlets but are not
equipped with Category ratediT P cable suitable for conventiongthernet. Verizon is using the
technologyextensivelyto eliminate need to run both coax and UTP Ethdmeét top boxewhen

installing FIOS.
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8 Loal SeirJwesrt the kBi g Ki ds

There are many advantages of running your own server. Having arsaiwaypmputeon yourLAN
makes it easy to back up PCs and provide a number of other network services.

We use a server for the following

1) Stable Windowdaster Browser (peer to peer files sharing)
2) File sharing

3) Repository for atomaticPCbackup

4) USB piinter sharing

5) NTP clock synchronization

6) Private web server

7) Syslog server

8) Personal weather station

Current server is a recyclétP/Compaq DC7600 tower upgraded to Win 7 and a 2TB Hi¥ing an old
PCas@ o or sewerié agreat way to extend the lifeoafdated®C hardwaras unning a server on
a small network is not very demandinigwas debating between purchasing a 2 and 3TB drive. ®ldsr
are limited to 2TBHDD. Could have partitioned the drive but 8B82was more than enough capacity
decided to go with that sizBven with weekly backups we still have over ¥z a TB of space left after a
couple of years of use.

8.1 KVM Switch

| did not want to add another set of user I/O when we shtup
server The solution was to use a KVM (keyboard, vidaad
mous¢ switch. KVMés have been used in
to allow single point of control for multiple computekd/Ms
are prety brute force doing hardware switching of peripherals so
it dondét inter aclpucbasedaforte about t he
Figure 10KVM Belkin Omni View SE KVM. Port 1 is thenainworkstation
port 2 the serveport 3 is a WinXP/Ubuntu computer apdrt4
isusedfotremmp r ary connect i on .ltwwed Bp@set dof BOnnetwork, &nd poger cables
to make it easy to temporally connect another PC for test or configur@itiahhas turned out to laevery
handybenefit of using the KVM

Switching between computers is done via a button on the KVM or a keyboakdyhséquence. When
switching computers the KVM reconnects keyboard, mouse and monitor to the active computer and
reconfigures the keyboard and mousengtchtheir condition prio to being switched away from that
computer

System Boot The KVM does not emulate the attached device. It simply passes any commands to
the devices and remembers reammmandso the device can beaenfiguredwhen switching
computers. This causes ptems at boot time if the KVM is not switched to that computer. Video
defaults to low resolution VGA and the mouse to basic PS/2 mouse. Normally this only occurs
after a powefailure whenPCs argpowered up anthe KVM set to a different computer.

VideoPerformance Tip-- Workstations use higher resolution than servers resulting in very high
video data rate. This is typically not a problem for KVM itself but requiigh quality video
cablewhen used with analog monitor interfa€®ax preserves high freency and minimizes
crosstalk betweethe red, green, blue videsignals.

Mouse Compatibility Tip- Each computer thinks it is directly connected to a keyboard, mouse
and monitorThe KVM memorizes commands sent to each device and restores device
configurationwhenuser selects a different computes/2Mice cause problems becaubkere are

31



SO many proprietary enhancements. PS/2 mice power up in compatibilityimoaierto support
basic mouse functionallgven if proprietary mouse driver is nottiaded. AtO/S boot time

mouse driver

performs a AiknockOd sequence to

answers correctly driver switches on enhanced mode. This causes problems for KVMsthénless
KVM has a-priori knowledge ofa specific moseit does not know which commands it needs to
store to configure the mouse correciifis mayresult in either loss of mouse control or mouse
reverting to default mode. This is only a problem when switching between macktiedcvVM
transparently passeesmmands from active machine to mogsdn that case the mouse is always

be correctly configured.

This problem only affects PS/2 style mice since they do not support ho#plWgB enabled
KVM resets mouse whenever a different computer is seleEteddownside if USB enabled
KVMs is that it often takes a long time to reconfigure a USB device.

PS/2 Mcei PCs have supported USB mice and keyboards for years. Our KVM only supports
PS/2 devices. It ibecoming increasinglgiifficult finding PS/2 comptible micesol keep a spare

on hand just in case.

Monitor Plug andPlayi modern CRT and LCD monitors communicate with PC uSiBGA

Display Data ChannéDDC). This allows PC to reemonitor characteristics and automatically
configure video subsysterly KVM passes DDC commands but does not emulate the monitor
itself. If aPCpowersup on an inactive KVM poiit thinks it is connected torron-Plugand Play
monitor reverting to lowesolution low refresh mode. A workaround for this is to disable monitor
plug and play and set resolution and refresh manually. Or always make sure PC is selected by

KVM before booting.

8.2 Remote Server Management

B Remote Desktop Connection | =

| Remote Desktop
¢ Connection

Computer: 152.168.2.100 -
User name:  Tom

You will be asked for credentials when you connect

¥ Show Options

Connect

Figure 11 RDP

KVM is a brute force method of server magagnt by
simply switching physical I/O devices. Its advantage is it
provides access even before O/S is in control. A more
elegant method ilemote desktop protocaRDP).
Depending on your flavor alindowsthis management
tool may be built inlf not there arenumerous thireparty
applicationssuch asleamviewer

= || =

To use RDPonce the server is up and running, open the
Windows Remote Desktop Connection feature on the
client. Enter the IP address and user name to log in, a
later screen will ask for the passwovdindows will
complain about the lack of the security certific&tbeck

Help

the box to whitelist the server. Once connected you have access to the remotesgegkiep based on the
permission of youaccount. To terminate the session click the X in the upper right hand corner.

% 192.168.2.100 - Remote Desktop Connection

]

Recycle Bin

oo

Figure 12 Remote Desktop to Tribble Server
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8.3 NetBIOS Master Browser

In a SOHO peer to peer network, i.e. not part of the Windows Domain, computers need a way to advertise
and collect information about each othEhnat is the job of the master browser. Tiiiculty is deciding

which PC should assume that roféhen a Windows PC detects there is not a Master Browser on the LAN

it initiatesan ad hoc election process. The result is that any PC may win the election. If that PC is then
turned off other PCs will not be lhto locate local resources until the completion of another master

browser election which can take several minutesa home network having an always on seraeans the
server will always become the master browedgminaing theconfusingsituation ofbeing unableo see

other PCs on the LAN.

TechNetBrowser electioFAQ

8.4 File Sharing

One of the advantages of having a LAN is to facilitate file sharing. Files can be shared directly between
PCs or by using a dedicated file servAccess is organizelly workgroup. In a small LAN all machines
typically belong to a single workgroup, suafiHomeLAN. Onceproperlyconfigured users are able to
browse network shares, as easily as if they were physically at the local machine.

We mainly use serveshares for automated backup. Software running on the workstation periodically backs
up filesto the server. That way if one of the workstasifail or become infected the system can be rebuilt
with minimal loss of data.

Windows 7 has a feature called Homegroup that is supposed to make sharing easier and more secure
because it requires a passwdrd/as never able to get it working reliable so reverted to traditional sharing
methods. The security feature is nice but if any of the PCs granted becessesompromised the shares
are vulnerable.

8.5 System Backup

Client PG are automatically backed wp the serveusingAcronis True Image HomeBackup is set on a
weekly schedule satwor st a weekds worth of wor k i s dskost . Thi
crash Backup is covered in more detaitda

8.6 Printer Sharing

OurHP inkjet printer has a built in print server and is directly connectetle@AN. A Brother Rtouch
label printer is connected via USB/indows has built in support for printer sharing allowing a USB
enabled printer to be accessfrom any device on the LANhis has the downside of requiring the PC to
be turned on but is a nice feature if the printer does not have network support.

4 Printers and Faxes (5)

-
| | I/ ' l/
1 — ,. ,’
—— e S & ¥ <5
- @ g "%-/
Brother Fax HP Officejet Pro Microsoft XPS Send To
PT-2430PC 8100 (Network) Document Writer OneNote 2010

Figure 13 Printers
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8.7 Time Service
US National Institute Standards and T@StST) and other organizations maintain public timeservers. This

eliminates problem of drifting and inaccurate computer real time clocks. For personaBJse NI
recommends usinTP Pool Time ServersTimeservers are extremely accurate; however accessing them

Tardis 2000 Service V1.6

2

Main I General

| Broadcast NTP/NTP | HTTP Proxy settings | GPS | Dialup | Alerts
|

| Setting the time | Information

Statistics

Estimate of clock drift
Last time comected
Last comection

Time source

-52 786 seconds/day

Sun Jan 11 12:35:46 2015
-7.722 seconds (Clock stepped)
2U5Pool

via the Internet adds potentially several hundred milliseconds
of round trip delayThis error is not significant for our
purpose and is ignored.

Current generation of WindowaCs have built in NTP
client that is used by default to synchrortize real time
clock This means each Ffidependentlyaccessea NTP

server somewheraut in the cloud A more elegant method is
to use a time seev, running oralocal server, and have it in
turn synchronize theAN PCs. We useTardis 2000running
ontheserverand point eackeviceto it. This way we are
only making a single access of the NTP Internet pool and
even if we lose Internet connectivity devices remain
synchronized to one another, with more drift due to the
server RTCThis is most important for the home automation
PLCs as they doot have a built in battery backed RTC. If
power is restored they defaultjt;mk date/time From a
privacyperspective another benafit running your own NTP servertiat only one access is being made
to NTP time severs as opposed to individual acfress each device.

Logging

To file
V| To Syslog
| To Event Log
| Log information messages
V| Log waming messages

0K Cancel

log bt
152.168.2.100

V| Log emor messages
Log debug messages

Figure 14 TARDIS Status Page

Previously | had been using the lightweight K9 service to listen for NTP broadcasts. Currently dispensed
with that and simply point eadhCto the server running Tardis time service.

Tardis suppog Syslog. This allows Syslog servertapture Tardis2000 events.

8.8 Private Web Server

The browser home page of eat#sktopPC points ta personalveb server running otine server. This
allows relevant information be postegkrver main pageonsist oflinks to internal devices such as the
home automation servers, weather station and network devices as well as useful exterhahlirges
Abyssas it is free for personal usgo far the web interface consists of static data but on mpOdist is
to present some of the home automation data using pretty graphs.

Abyss Web Server Console

Abyss Web Server Console Help

S =
Default Host On Port 80 Running

Add

Hosts @

S50 £

Help and Support

®

About Abyss Web
Server

<

Server Statistics

x= =
Server
Configuration

-
SSL/TLS Server Activity

Certificates

Console
Configuration

Figure 15 Abyss Server Console

8.9 Syslog Server

BSD Syslogprotocol provides a standardized method for netweskiabs to output status information to a

log server. This creates a central repository for event storage overcoming storage limitation of most
network appliances. We ugéwi free shareware program for both Syslog servertamiew Log files.

The Syslog server runs as a service on the server and the data is accessible from any device on the LAN.
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Kiwi Syslog Service Manager (Free Version 9.4)
File Edit View Manage Help

b A B o [Dispiay 0 Defaut > Compare features of the hee and licensed versions

Date Time Priority Hostname | Message -
01-11-2015 14:19:44 Locall Motice 192.168.21 G4-HomeDSLrouter: Fw 192.168.2.100 -54531>23 62750 :80 [TCPldefault policy:<1.0>IF
01-11-2015 14:19:44 Locall Notice 192.168.2.1 GA4-HomeDSLrouter: FW 192.168.2.100 :49318->216.177.0.33 :53 [UDPldefault policy:<1.0>IF
01-11-2015 14:19:44 Locall.Notice 192.168.2.1 G4-HomeDSLrouter: FW 192.168.2.100 :54530->23.50.71.183 :80 |TCPldefault policy:<1.0>IF B
01-11-2015 14:19:44 Locall Motice 192.168.21 G4-HomeDSLrouter: Fw 192.168.2.100 :62063->216.177.0.33 :53 |UDPldefault policy:<1.0>IF
01-11-2015 14:19:31 Locall.Notice 192.168.2.1 G4-HomeDSLrouter: FW 192.168.2.100 :54529->23.96.212.225 :443 |TCPldefault policy:<1.0>IF
01-11-2015 14:19:31 Locall Motice 192.168.21 G4-HomeDSLrouter: Fw 192.168.2.100 :64692->216.177.0.33 :53 |UDPldefault policy:<1.0:IF
01-11-2015 14:19:31 Locall . Notice 192.168.2.1 GA4-HomeDSLrouter: FW 192.168.2.100 :54528->23.62.7.8 ;80 ITCPIdefault policy:<1.0>IF
01-11-2015 14:19:31 Locall.Motice 192.168.2.1 G4-HomeDSLrouter: FW 192.168.2.100 :53289->216.177.0.33 :53 |UDPldefault policy:<1,0>IF
01-11-2015 14:19:13 Locall Motice 192.168.21 G4-HomeDSLrouter: Fw 192.168.2.100 :54526->23.50.75.27 :80 |TCPldefault policy:<1.0>IF
01-11-2015 14:19:13 Locall.Motice 192.168.2.1 G4-HomeDSLrouter: FW 192.168.2.100 :55385->216.177.0.33 :53 |UDPldefault policy:<1,0>IF
01-11-2015 14:16:42 Locall Motice 192.168.21 G4-HomeDSLrouter: Fw 192.168.2.2 :53838->216.177.0.67 :110 |TCPldefault policy:<1.0>IF -

m

100%  E5SMPH 1420 01112015

Figure 16 Syslog Server Viewer

8.10 Weather Station

A Dauvis Instrument§lonitor Il weather station data is postedtbainternal web server. Weather station
data is downloaded over a RS232 serial port to the sgkmdyient virtual weather statiosoftware running
on the server processes the data and displays it as a web page.

o Update Weather Advisories

Local Radar Current Conditions

Updated: 2:15pm on 1/11115 No Warning
location) Full Advisory Text...
Weather Map

.

preaty Satellife

Graphs, Details oo
Graphs and Gauaes Wind: 4 mph from the S
Detailed Weather Gust: 6 mph
Detailed Reports Today's High Wind: 7 mph gz:13pm)
Maps Humidity: 100%
Temperature Pressure: 30.25in fFaning)
Heat Index Pressure RE(VE -0.024 in/hr 50 60 40 20 0 -20-40-60-80-100 130 F (lond 0
Windehill Dew Point: 2557 T R ¢ Tpeaue W u
Bumdly Wind Chill 206° Almanac
adar ——e =

Dew Paint Heat Index (feels like).  32.7

Comfort Level: Uncomfortably Cold Sunrise: |Moonrise:
Temperature Rate 1.59%hr 7:15am | 11:03pm  |Moon Phase:
&\ Visible Satellite Sunset: Moonset: 2%
Y - Satellite 4:32pm  |10:21am
%De h Star Chart
Jet Stream Sun Mon | Tue Wed Thu Rainfall Totals :
Flight Rules EU_L‘HIVRR_E\_H ggg in
LorecastMaps V\/ Manlr'?:h\ aIF:-am' U-UU ::
Temperature Forecast - : — — v B :

Yearly Rain: 0.00in
Maximum Temperature Forecast |Partly Cloudy| Sleet | Clear Partly Cloudy Partly Cloudy Normal Rain, manth to date- 0.00in

Minimum Temperature Forecast -- Normal Rain, year to date: 0.00in

Do Frsas PR v e 5
0 20

1
Prevalent Weather 40 B0 80 10DF
12Hr Probability of Precip.
Sky Cover 20 10 0 10 20 30 40C
Health Maps Records and Normals
UV Forecast
Air Quality Temperalure‘Forecasl‘Normal‘Record
Peak Air Quality Index 57°

= High
Weather Station )

Davis Instruments Classic -15°
| B

5 Day Forecast

Figure 17 Home Weather Station
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9 Wi dgets & i9karkvingesLi fe Worth Living

This section describes the variqu®grams we use to access Integatices.

9.1 Computers

We have aollectionof Win 7 desktopPCs. These areff-leasePCspurchased oeBay If you do not

need the latest argteateshardware acquiringreoff-leaseseveralyear oldcommercial PC delivers lot

of bang for the buckEach time | upgrade myorkstationl repurpose the old ores apooma nés ser ver .
| alsosetupa SFFHP/Compaq DC7600 with XP and Ubuntu. It pides a platform for compatibility

testing nice hawng more than one computer and/or browfegrtesting

My laptop is d.enovo T61ThinkPadrunning Win7that was also acquired off lease from an eBay vender.

9.2 World Wide Web

Having multiple browsers isaseful troubleshooting tooMicrosoft Win7 PCsautomatically get the latest
and greatest version bfternet Explorerat time ofthis writing it is version 11. | us&irefoxasmy main
desktop bowser and just to keep life interesting @hromeon my laptopThe dual boot PC ruresdown
rev version of IE on XP and Firefox on Ubuntu.

Due to the obnoxi ous ov e ruseheAdblockPlusaé¢bockeri t e ads | 6ve st

It is interesting having my own web sitesee the ebb and flow of browser populafglow is a ecent
reportof browserpreferenceat my site

Browsers (Top 10) - Full list/Versions - Unknown

Browsers Grabber _— Hits. Percent
& MS Internet Explorer Mo 444 33.4 % 1,319 14 %
& safari Mo 284 21.3 % 1,327 14.1 %
@ Firefox Mo 269 20.2 % 1,741 18.5 %
# Google Chrome Mo 216 16.2 % 4,413 47 %a
4 Opera No 52 3.9 % 202 2.1 %
& Mozilla Mo 46 3.4 % 233 2.4 %
7 Unknown ? g 0.6 % 50 0.5 %
% BlackBerry (PDA/Phone browser) Mo 3 0.2 % 3
L Lynx Mo 3 0.2 % 3
Netscape No 3 0.2 % 3 0%

1

Others

0% 91 0.9 %

Figure 18 Web Site2016Browser Preference

9.2.1 Search Engine
Key to effective use of the Internet is being able to find what one is looking for. Our preferred search
engine isGoogle.

9.3 Secure Remote Access - IPSEC and SSL/TLS

VPNSsprovide secure access to web sites extdndthe corporate network to telecommuters and business
partnersThere are two approaches to providing secure remote access: IPsec and SSL.

IPsecdeveloped by théETF has two protection mechanisms Authentication Header (AH) and
Encapsulating Security Payload (ESP) AH authenticate:c
prevent eavesdropping. Authentication is performed using Internet Key Exchange (IKE).

NAT is very hostile to VPN security because it modifies packet address and checksum. Because NAT is so
ubiquitous VPN software has implemented workarounds that are compatible with NAT.

Tunnel mode forces all client traffic through IPsec encrypted tunnel tmtherate LAN. This is the most
secure and provides the same logging/management functions as if the employee was physically connected
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locally. The downside it that all traffic has to be encrypted, carried by the tunnel even if it is not directed
towards tle corporate LAN. An alternative configuration is splitnel. In splitunnel mode tunnel only
carries traffic destined for corporate network. Other traffic flows normally as if tunnel did not exist.

Having employees install IPsec client presents a gemant challenge. As an alternative some companies
are usingSSL/TLSto provide a secure connection between remote employees and corporate nativork.
browsers support SSL as a waystzurely log into web sitegvhile SSL is not as powerful or secure as
IPsecit eliminakesthe need for special client software. This is especially convenient for employees that
need to connect to corporate network from multiple computers.

9.4 E-Mail

E-mail acounts fall into three broad categories: ISP, free third partgammbrate ISPs typically provide
an email account as part of the package. This is convenient but tiesiyaiilragdress to your current ISP.
Change ISPr if the ISP gets bought out amthanges their nam@ur email address changes. Free email
services like Googl&mail have become extremely populdorporateemail accounts, tied to the
companydomain are the third type of email.

For businessyrposes or to insure long lasting email identity nothing beats registering your own domain.
Once registered-mail is addressed to you@yourdomain.TLD. Even if you change hosting services you
simply transfethedomain tothe new provider, email addresss unaffected.

Even though | haverainternetdomainand ISP email accounksise myGmail account as an alternative
accountTo eliminate the need tog into Gmail | have incomin@mail forwarded to my domain account.
My cell phone is Android based and@jle wants to tie everything to your Gmail account.

Having multiple email accounts is a useful troubleshooting tool. If one does not work, try the other and
then try todeterminethe difference between the one that works and the one that does not.

The geenhouse controller sends out a morning and evest@ttgsemail, documenting the previous 12

hours. It logs into the ISP SMTP server to send email to my domain email address. The recurring nature of
these emails is a great troubleshooting tool. Missirepart becomes the trigger to investigate root cause.

It hasflagged severgbroblemsover the yearsvith my ISPemail systemandwith the DSL routerrefusing

to forward DNS requests. All in all a handy side effect of these periodic emails.

9.4.1 Email Access

Traditionallyemail usesan email client, such as Microsoft OutlookWindows Live Mail Most free mail
services use a browser interface eliminating need d@dicated email client. Web mail is convenient
because email is accessible from any m@wequipped PC find the web based email user interface is
somewhat clunky but adequate for casual use.

Except for webbased malil, enail has a sending component, SMTP, and a receiving mailbox, POP. To
send mail the client connects to a Simple Mad#raport Protocol3MTP) mail gateway. SMTP server acts

as a relay betweenraail client and POP mail server. The SMTP server verifies each recipient is accessible
and returns an error message if not. SMéRer delivers mail to the appropriate Post Office Protocol

(POB server. It works much as a physical post office mailbox. POP server stores mail temporally. When
the email client connectto the POP server it downloads mail and typically removes it from the sekver.

more sophisticated alternative to SMTP/POP email is Internet Message Access PHat&E)! (

For cell phone access to my ddmbased email played around with the Android email client vs using
browser based access. Unless | missedehlingyou cannot set up Android to only log into an email
account manually on demand. It can only be set up to constantiheaérveor be disabled. Given this
limitation | opted to access my domain email usingAhdroid browserather than the email client
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9.4.2 Email Implementation

| useWindows Liveto replacedOutlook Expresd had been using on the Win XP boxes. | did not want to
lose years of archived email so faced the daunting task of exporting old Outlook mail and importing it into
Windows Live. After much trial and tribulation | was able to do it but it wat a pleasant experience.
Personally | find the Live Mail user experience less satisfying than the old Outlook but mail is mail.

| configuredthe email client to use SSL/TLS to access SMTP/POP servers. This has the advantage of
providing end to end privacy between the email client and mail sékittrout using SSL email credentials
are sent in the clear making them vulnerable.

Mail Configuration Tip -- Accessingmail when using multiple clients is difficult. One trick is to
have your main computer remove mail from the POP server. Theméutines retrieve mail but

do not delete messages from the server. When you get back to the main machine it retrieves all
intervening messages and removes them from the server.

Security Tip-- Be careful opening-enail attachments. This is a common method used to spread
viruses and Trojans. Configure your awitius program to scan email and attachments prior to
opening themtad quarantine infected mail.

Security Tipi Be aware oPhishingattacks. Sender fakes an email and asks you to log in to
update or correct your account. Luckily most attacks are wadpdorly as b make them
obviousbut hover @erthe link before clicking and seeitfis pointing to the real web site. If in
doubt close the email and log intothe site normallyrather than use the email link.

Security Tip-- What isnot wellknown is that simplyeading email can infect your system.
ActiveX controls or VB scripts can be embedded in the body of a mail messages. Reading the
message activates the virus.

Privacy Warningi An obnoxious privacy intrusion is the insertion a-qiel image in HTML
mail. When message is read browser has to go to the referenced URL to retrieve it. This allows the
sender to monitor when and if mail is read.

9.4.3 Emalil Privacy on the Road

When logging into traditional SMTP/POP servamdessthey areset up for SSltheuseb sredentials are
sent in the clealVith awired connection this is not a huge secuigguebut it is when using popular Wi
Fi hotspotdecausdraffic is not encrypted so anyonearbyis able to eavesdrop on your email
credentialsBecause of this @hother security considerations most email acconoiy require theuse SSL
to encrypt the session protecting it from eavesdroppirnhis is an option be sure to take advantage, of it
especially oomobile devices.

9.4.4 SPAM Mitigation

Unwanted email$PAM) is a tremendous problem. Something 8% of all email messages are SPAM.
ISPs and third parties have been wagingatispanbattle of years. 1SPs have adopted a number of
strategiesd minimize the problem.

9.4.4.1 Messaging Malware Mobile Anti-abuse Working Group (M*AAWG)

M3AAWG is an industry group promulgating bgstctices to reduce spam. Historically SMTP servers
accepted anonymous email cregtmhaven fospammersISPs have developed a numbepuadprietary
workarounds over the years to limit spam. Recommendation is to use SSL/TLS to securely access SMTP
and POP mail serveWhere SSL is not feasible use Port 587 to send email instéxuit &5. Port 587

requires authentication therefor ISPs will not block the port allowing off network access.
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